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Across the globe, businesses have become  

more reliant than ever on technology. Yet with  

a growing digital footprint, the risk of a business 

incurring a cyber incident is no longer a question  

of if, but when. As the digital world evolves,  

New Zealand businesses must continue developing 

cybersecurity measures to match the developments 

in digital technology. 

Since the release of our 2015 white paper, cybersecurity has progressed 

from a glorified accessory to an integral component of an organisation’s 

risk management strategy. In just three years, a variety of cyber risks 

have seized the spotlight, propelling the world of cybersecurity into the 

mainstream. While these have taken the lead as trends to watch, the 

constant evolution of technology will undoubtedly provide an array of 

new risks. 

Ransomware, distributed denial of service (DDoS) attacks and state-

backed cyberwarfare have made their presence known, but a host of 

emerging threats impacting some of the more progressive technological 

enhancements such as the Internet of Things, artificial intelligence and 

industrial control systems are also increasingly entering the spotlight. 

Global attitudes towards cybersecurity have been improving and  

New Zealand has made itself a nation to watch due to its expanding 

cyber resilience capabilities and public / private sector strategies. 

Conversely, the geographical isolation previously thought to protect 

New Zealand as an island from such attacks is no longer relevant.  

New Zealand has been recognised as one of the “Cyber Five” alongside 

South Korea, Australia, Japan and Singapore, who appear to be nine 

times more vulnerable to cyberattacks than any other Asian economies1.

The true impact of cyber risks in the New Zealand workplace is 

understated given there is yet to be mandatory requirements to 

report incidents – a standard imposed by other jurisdictions but not 

legally required in New Zealand. However, the global trend for privacy 

legislation reform is likely to bring New Zealand in line with other 

developed countries, as well as impose greater cybersecurity obligations 

on New Zealand organisations. 

Embracing Cyber  
Risk Management

With almost one  
in five NZ SME’s 

being targeted by a  
cyberattack and an 

average financial loss 
of $19,0002, it has 

become quite clear 
that cybercrime  

is a real and  
serious threat.
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Businesses and organisations must assess whether their current 

cybersecurity measures are sufficient to protect themselves against 

cyber incidents such as data breaches, malware attacks and ransomware 

encryptions. If they are inadequate, what areas can they improve in?  

Are their internal controls lacking? Can they boost their security with 

the support of industry professionals? 

Implementing a business continuity plan, advanced authentication 

or a strong company culture may help mitigate the aftermath of a 

cyber incident, but it is no longer the company’s sole responsibility. 

Insurers may offer cyber insurance as a product but the speed of 

technological advancements fails to reflect what the policy covers.  

It is critical for insurers to update and reflect on their wording to  

offer adequate coverage. 

The media have a tendency to report only unusual cyberattacks, when in 

reality, cybercrime occurs daily across a variety of sectors and through 

a number of channels. The following report aims to shed further light on 

the trends currently observed by insurers and cybersecurity experts, the 

impact on local and global businesses, and risk management strategies 

to reduce the chances of an incident.

According to the 
World Economic 

Forum, cyberattacks 
are one of the top 
ten global risks of 

highest concern for 
the next decade, 

alongside such 
threats as water and 
food crises, natural 

catastrophes, social 
instability, and 

national governance 
failures3.
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Cybersecurity awareness initiatives spearheaded by 
the government has seen New Zealand excel in our 
commitment to tackling cyber threats, yet there is still 
room for improvement. The Global Cybersecurity Index 
(GCI), a survey which measures the commitment of 
Member States to cybersecurity, lists New Zealand at  
19th compared with Australia in 7th place4.

New Zealand’s ability to adapt quickly to the digital revolution has 

allowed for international economic growth. This may benefit businesses’ 

annual turnover, but the evolving cyber risk landscape will provide a 

multitude of fresh opportunities for hackers to play on cyber weaknesses.

While the number of Australian and New Zealand small businesses who 

faced a cyberattack were virtually identical (19% in Australia and 18% in 

NZ), only 6% of New Zealand SMEs hold cyber insurance, compared with 

14% of Australian SMEs5. Though the level of cybersecurity awareness is 

increasing, business owners are still failing to take action in increasing 

their current security infrastructure with 88% of New Zealand companies 

unaware they can purchase insurance against a cyber incident6. 

The government’s Cyber Security Strategy Action Plan has defined 

the activities and outcomes required to ensure New Zealand is a 

secure, resilient and prosperous nation online. Some of these important 

initiatives have enabled greater visibility, academic research and central 

reporting of cyber incidents.

The latest quarterly report from CERT NZ, the New Zealand 

government's Computer Emergency Response Team, claimed 29% of 

reported incidents experienced some form of loss whether that be 

financial, reputational damage or data loss7. Given that the CERT has 

only recently been introduced in New Zealand, this number is likely 

to be understated and is expected to spike in coming years, with 

companies currently only focused on resolving the issue and notifying 

various parties rather than reporting the incident itself.

The assumption that New Zealand’s geographical location limits the 

probability of a cyberattack is a major factor in the lack of defence.  

The internet knows no boundaries, so the distance between safety and 

a cyber incident is just a click away. New Zealand’s global information 

footprint is on the rise and our increased dependencies on globally 

connected Internet infrastructure will only draw New Zealand further 

into the cyber risk landscape.

Cyber Risks in the  
New Zealand Workplace



Ransomware

While not a new threat, the use of ransomware has spread dramatically 

since the release of our 2015 cyber whitepaper and has gained international 

notoriety in the wake of the 2016 WannaCry and NotPetya attacks. 

Ransomware is a form of malicious software which encrypts a user’s 

data until a ransom has been paid. It has emerged as one of the more 

frequent cyber threats for both organisations and consumers. 

While most ransomware attacks are indiscriminate, targeted attacks are 

becoming a preferred tool of cybercriminals. This form of ransomware 

can be anything from a link which contains ransomware, to downloading 

a “recommended” software which is also ransomware, compromising an 

entity’s infrastructure. The compromised computer deletes data backups 

and searches for files that can be encrypted, subsequently locking the 

user out of critical functions or information. 

Paying the ransom demand is generally presented by cybercriminals 

as the easy solution to the conundrum. However, many incidents have 

seen hackers delete all data sets obtained without the request of a 

ransom or indeed upon receipt of the ransom, mitigating any possibility 

of retrieving the data if backups and synchronisation are not in place. 

Paying a ransom can also encourage future replication of such attacks. 

The threat of ransomware has dominated the scene in recent months. 

In some cases files can be restored by IT if a well-managed and tested 

backup solution is utilised, provided it hasn’t been affected by the 

attack. Backup systems are useless if these have also been encrypted 

and therefore effective synchronisation of backups is essential to allow 

for business continuity.

Enforcing system backups and synchronisation can be beneficial, but if 

these unexpectedly fail without your knowledge, days’ or even months’ 

worth of data can be lost. The employment of backup service providers 

with automated notifications in place will not only protect your data 

but notify the user in the event the system has failed. Some software 

providers offer this feature with the purchase of their other services 

such as automated backups, file management and synchronisation. 

While not essential, employing a similar system reduces business 

interruption, a feature insurers can reward with a lower premium.
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New Zealand has 
been ranked the 4th 
largest target in the 
Asia-Pacific region 

and 21st globally  
to be hit by a 

ransomware attack8.

2012 
Reveton

2013 

The Revolution, 
Android Defender, 
CryptoLocker

2014 

Torrent Locker, CTB-Locker, 
SimpLocker, CryptoWall, 
Sypeng

2015 

PCLock, TeslaCrypt, Raas, 
Encoder, LockerPin

2016 
KeRanger, Locky, SamSam, 
Ransom32, Petya, Chimera, 
Jigsaw, Zcryptor, CryptXXX

2017 

WannaCry, NotPetya

Ransomware 
generates $1 billion per 
year for cybercriminals 
and has increased 167 
times year-on-year for 

the last three years. 



Phishing 

Phishing occurs when an actor attempts to solicit confidential information 

by posing as a legitimate individual or institution. It can occur through 

email, telephone or text messaging. By constructing a message similar to 

those sent by legitimate organisations, these messages attempt to trick 

the recipient into providing sensitive information or funds. 

Phishing is usually performed on a large scale, often with data 

harvested from previous data breaches or using tools to scrape data 

from corporate websites. The simplicity of sending out one scripted 

email to hundreds of thousands of recipients appeals as one of the 

more successful type of attacks for cybercriminals. One weak link in 

a company can lead to devastating consequences. The case of the 

Democratic National Convention (DNC) email leaks is a textbook 

example – countless emails were sent to the Hillary Clinton campaign 

team, yet the opening of just one email allowed hackers to gain access 

to confidential information via the use of malware, an incident widely 

credited for the Democrats’ loss in the 2016 presidential election. 
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WANNACRY

May 2017 saw 150 countries affected by 

the “WannaCry” cyberattack, infecting 

over 300,000 computers, totalling 

over 200,000 victims. This malware 

was created to block users from their 

data, charging a ransom of anywhere 

between $300 and $600 in bitcoin with 

a threat that a higher ransom would 

be charged if the payment failed to be 

made. Speculation claimed the malware 

was spread via email but it was soon 

discovered that the malware targeted a 

vulnerability in the Microsoft Windows 

operating system known as ‘Eternal 

Blue’. The attack spread globally lasting 

for a total of four days. One of the 

biggest sectors hit was the healthcare 

system, with Britain’s National Health 

System (NHS) being one of the highest 

profile victims, affecting an estimated 

19,000 appointments. It is estimated 

the attack cost businesses US$4 billion 

yet the hackers only made a reported 

US$50,0009. The WannaCry ransomware 

attack has been reported as one of the 

worst attacks of 2017. The US recently 

publicly blamed North Korea for the 

attack, with evidence to prove it was a 

concerted effort10. Countries attacked by WannaCry within the first 24 hours
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In their first quarterly report, CERT detailed a total of 96 phishing 

incidents, climbing to 153 in their latest quarter12 - though the likely 

number is much higher. The size of the company, whether a small or 

large enterprise, has no effect on who is impacted. A phishing exercise 

run by KPMG found one in ten New Zealanders fall for a phishing attack 

with 1,009 of 8,333 employees across 35 organisations providing their 

password to an unknown source13. 

Whaling 

Where phishing attacks target many individuals for comparatively 

smaller rewards, whaling targets fewer, high value targets such as 

managers, financial controllers and CEOs, with the intent of obtaining 

significantly larger sums of money.

These attacks are a targeted form of spear phishing and are usually 

carefully carried out utilising social engineering, with hackers claiming 

to be an influential individual within a company or organisation. The 

actors contact an internal employee requesting confidential information 

or payment to an offshore account. The email addresses are designed 

to resemble those of high-level officials within the organisation – but 

usually have tell-tale signs of forgery, such as a different email suffix, 

or language or requests that are uncharacteristic for the organisation 

or concerned individual. If successful, the internal employee is duped 

by the email and transfers funds to an account (usually offshore). 

This type of vulnerability is most easily remedied through education 

and awareness but should be backed up with other technical security 

controls if possible.

Mirroring a CEO’s language, how they sign off an email, and whether 

someone is on holiday through tracking employee posts on social media 

provides the perfect opportunity to request an offshore transfer without 

suspicion. The advancements of social engineering have made whaling 

extremely popular, particularly due to the high returns attackers have 

been receiving14 compared with the level of technical input.

Data Breaches

A data breach occurs when sensitive, confidential or protected data has 

been accessed or distributed without authorisation. This can happen in 

a multitude of ways, such as malicious attacks, IT and business process 

failures, basic human error and rogue employees.

One of the biggest factors that contribute to breaches is human error. 

Cybercriminals tend to seize upon the natural trusting instincts of 

their victims. Replying to emails from an unreliable source or opening 

documents and clicking on links from these senders can create a point 

of entry for criminals looking to infiltrate systems and organisations. 

Phishing and 
credential harvesting 
has shown to be the 

country’s biggest 
risk, with 153 of the 

390 reports to CERT 
in their third quarter. 
CERT also reported 
over $1.1 million in 

direct financial 
losses, up from over 

$730,000 in the 
previous quarter11. 

In 2016 alone,  
1.1 billion identities 
were exposed due  
to data breaches  
with an average of 
927,000 per breach15. 
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30% of cyber insurance claims in 2016 were attributed to the actions of 

insiders; of these, 77% were due to human error with the remaining 23% 

caused by rogue employees16.

Despite the tendency to stereotype breaches as highly coordinated 

and specialised attacks, data breaches tend to have far more mundane 

origins, such as an employee mistakenly sending confidential information 

through email or being duped into clicking on malicious links. 

Cybercriminals often target users with system administration privileges 

as they will likely have access to all data, rather than a user with  

restricted access. 

Due to our smaller economy and customer bases, New Zealand 

organisations tend to have smaller data sets (say, in the tens or 

hundreds of thousands of records) than those in the USA or Europe. 

Yet as our overseas trade and data aggregation continues to intensify, 

it’s expected that New Zealand will also experience more numerous and 

severe data breaches in the future, similar to those occurring in the USA, 

Europe and elsewhere. 

Cloud Computing 

Cloud services have become a common feature throughout the 

corporate sector. The benefits that accompany cloud services have only 

increased as it continues to evolve. Reduced capital expenditure, access 

to vast levels of storage, the ability to backup data and ease of access 

are some of the key advantages of the cloud. Yet as always, each benefit 

is accompanied by a collection of risks, including the potential lack of 

security of your data. 

As with any cloud system, the private and confidential information 

placed in cloud services is stored on remote servers which are often 

unidentified, potentially located overseas and therefore inherently 

difficult to access. The potential for losing control of data stored in 

cloud applications is high and can occur in several forms, including 

compromised data through a breach, the inability to delete 100% of all 

data, and the provider having full technical control. Each of these can 

cause long lasting effects and extensive business interruption. 

There is also the complex question of data sovereignty – where your 

data is stored, if it is stored overseas, what regulations and laws apply to 

that data, do you actually have practical control of that data and are you 

protected to the extent that you expect. Further, if data is held overseas 

and subject to overseas regulations, could you be exposed to offshore 

data obligations that you are not aware of?

Uber breach

Tech giant Uber suffered a major 

data breach in 2016 which saw 

57 million people, including 4.1 

million drivers throughout the 

USA, have their personal details 

accessed by two sources traced 

back to Canada and Florida. 

Uber paid the two hackers 

$100,000 through a bug bounty 

programme to remove the 

data they had stolen, but also 

pushed for the hackers to sign 

a nondisclosure agreement to 

eliminate the possibility of the 

attack being released to the 

media. Notifying users a year 

after the breach has been seen 

as “morally wrong and legally 

reprehensible”. Uber have 

since implemented multi-factor 

authentication to ensure the 

event does not reoccur17. 

The average number 
of cloud apps used 

per organisation 
globally in 2016  

was 92818. 
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The use of third-party cloud service providers such as Microsoft Azure, 

IBM and Amazon Web Services (AWS) forms a critical part of most 

businesses' operations. An outage or a disruption in the connection 

between the user and the cloud can have significant flow-on effects 

that affect not just end users, but intermediaries such as a web hosting 

company’s dependency on the primary service provider. 

New Zealand organisations are often heavily reliant on overseas cloud 

service providers and services. Should the Internet links to these 

providers be disrupted or degraded, the effects on New Zealand 

businesses are likely to be severe. Hence, there needs to be a greater 

consideration of the resiliency and redundancy (duplication of 

services in case of failure) in the provision of New Zealand’s Internet 

infrastructure since we are so dependent upon it.

Yet it is also the responsibility of the end user to ensure the adequate 

security of their cloud services. Cloud service providers generally take 

the aforementioned risks seriously and provide assurances in the form 

of compliance, audit and security assessments. However, these do 

not ensure that the end user has configured their cloud environments 

correctly. While there is understandably a large information gap between 

the end user and the provider, some cloud server providers now offer 

secure hosts which minimise the security knowledge required by end 

users. The overwhelming number of data breaches involving cloud service 

providers in 2017 were a result of users incorrectly configuring the cloud 

environment and not as a result of negligence or outage of the cloud 

service provider. Hence, the end user has a responsibility to properly 

understand the services and limitations of their cloud services. 

According to a study by the Ponemon Institute, over one in five data 

centre outages are attributed to human error and the average data centre 

outage costs over US$750,00019. The likelihood of a simple mistake causing 

catastrophic system failure is real. Likewise, cybercrime is responsible 

for over a fifth of data centre outages and this number is potentially 

understated, as datacentres often report cyberattacks as a power outage 

to avoid embarrassment and to minimise reputational damage.

System Failure

Another risk worth considering is the loss sustained through system 

failure. This type of failure can arise from several root causes – in addition 

to external attacks or intrusions, human error, power surges, outages due 

to natural disasters or unforeseen circumstances can also spark system 

failures. Most service agreements with cloud or infrastructure service 

providers exclude the provider’s liability for failures due to force majeure 

incidents, which minimises the ability to recover losses. Businesses can suffer 

significant interruption and lost revenue through no fault of their own, should 

their primary service provider suffer an outage. An increasing number of 

insurers are beginning to offer limited reimbursements for these incidents.

According to  
a study by the 

Ponemon Institute, 
over one in five  

data centre outages  
are attributed to  

human error and the  
average data centre 

outage costs over 
US$750,00019.
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Mobile Devices

Allowing a “Bring Your Own Device” (BYOD) policy within a workplace 

can indirectly expose corporate assets. A 2016 report found that 40% 

of organisations had employee mobile devices compromised22. A lost or 

stolen device can land confidential data in the wrong hands, which can 

subsequently be used for illicit purposes. 

It is recommended that a minimum standard of security policies (hard 

disk encryption, forced software updates, remote wiping and disabling 

of USB ports) be enforced for mobile devices used for work. 

One step that can be taken in the protection of data on mobile devices 

is eliminating the use of public WiFi. Using the device on known 

networks, whether at home or in the workplace, limits the possibility of 

losing confidential information to an unknown source.

Encrypting all work-related devices is also essential – if your phone 

is stolen or lost, any sensitive information on your device can still be 

protected if all data is encrypted. Restricting employee access can 

also be beneficial in this event as an outsider can only retrieve data 

accessible to that employee. 

Particularly with external sources, removing access to confidential 

information once a user has completed their services is a process 

companies often fail to do. An ex-employee or an outside service 

provider with a temporary password may still have access to internal 

data if not correctly extinguished. There is also risk in employees or 

contractors still retaining confidential information after leaving an 

organisation, as witnessed in the infamous Snowden leaks.

Distributed Denial of Service Attacks 

A distributed denial of service (DDoS) attack is the simulation of 

thousands of devices targeting one site, server or other network 

service, thereby overloading the infrastructure to render the target 

unusable. The intentions behind these attacks are often financially and 

politically motivated. The purpose of this attack is often to either cause 

mass disruption or uncover vulnerabilities within the network once the 

network has been rendered unstable or unusable. According to the 

Arbour Networks Worldwide Infrastructure Security Report, 61% of data 

centres experienced a DDoS attack that resulted in a 100% consumption 

of their bandwidth, with the size, rate and sophistication of DDoS 

attacks also increasing23. 

Minimising business interruption is the biggest challenge during and 

immediately after a DDoS attack. Revenue loss, remediation costs,  

and client disruption have a major effect on a business’s immediate  

and slow-burn costs. 

British Airways shutdown

IT system failures can have 

catastrophic consequences, as 

witnessed in the British Airways 

outage of 2017. The outage, 

attributed to human error by an 

IT engineer, caused a two week 

shutdown grounding thousands 

of flights and costing  

£150 million. It was caused 

by a data centre contractor 

accidentally disconnecting 

the wrong power supply. 

When reconnected, a massive 

power surge occurred, causing 

catastrophic damage to the 

systems’ servers20. While the 

actual outage only lasted 15 

minutes, it caused the shutdown 

of baggage and online check-

in systems which culminated in 

75,000 passengers having their 

flights cancelled, baggage left 

in limbo, and British Airways 

forced to reimburse the costs 

of accommodation and food 

for temporarily grounded 

passengers21. 

The average cost 
incurred from a 

DDoS attack is 
estimated to be 

around $500,000, 
averaging $40,000 

an hour24. 
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For organisations that rely on online cloud-based platforms to operate, 

the impact of a DDoS attack can be immense. For example, if a retailer 

is using a third-party service provider to host their e-commerce 

website, a DDoS attack on the third-party provider can subsequently 

cause significant business interruption to the retailer if point of sale 

transactions cannot be conducted during this downtime. If such an 

incident occurs in a high-volume business period such as the holiday 

season, there is the potential of incurring millions of dollars in lost 

revenue through no fault of the retailer. 

Opportunities for Internet of Things (IoT) DDoS attacks are on the rise 

– the greater the number of Internet-connected devices, the greater 

potential for botnets. The purpose of targeting an IoT device is not 

to interfere with home sound systems or coffee machines, but to use 

the device’s resources and propagate infection through the spread of 

malware, sending spam or launching a DDoS attack26. 

 

Protection against a DDoS attack can be instigated through several 

services. A variety of IT companies offer specific shield services to 

businesses to protect them from experiencing a DDoS attack; some 

software providers also offer shielding at an extra cost on top of their 

services. Businesses that provide amenities such as Technology-as-a-

Service (TaaS) or Software-as-a-Service (SaaS) are at risk of failing to 

provide these services in the event of a DDoS attack. Shielding as a 

preventative to these attacks is a critical component of a robust cyber 

risk management strategy and should form an integral part of your 

security measures.

Globally, the number 
of daily DDoS attacks 
can range anywhere 

from 296 to 1508, 
with no sign of 

slowing down; this is 
up from 86 to 994 in 

early 201725.

A botnet is a device  
that has been infected 

from a DDoS attack,  
and subsequently 

infects thousands of 
other devices. The user 

is usually unaware  
that their device has 

been affected as  
they are generally 

controlled remotely  
by threat actors.

Infected and transformed 
into botnets to launch 

DDoS attack

Devices with 
low security

Victim overloaded 
with requests

Cybercriminals, companies 
or nation-states run botnets 

that search for devices

DDoS Attack - Devices become botnets
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PayPal hacktivism

In December 2010 the hacktivist group 

known as ‘Anonymous’ launched a 

DDoS attack on PayPal due to the 

disablement of their fundraising page 

for Wikileaks associate Julian Assange. 

PayPal removed the opportunity to 

support Assange due to his affiliation 

with the illegality of Wikileaks, yet 

the payment site continued to allow 

donations to groups such as the  

Ku Klux Klan. The attack lasted a total 

of eight hours, shutting down the site 

completely. It has since become one of 

the most well-known DDoS attacks of 

this decade. 

DDoS attack takes Dyn down

The Mirai worm illustrates the impact 

of IoT-harnessed botnets. Comprising 

largely of IoT devices operating under 

Linux, the worm was used in 2016 to 

facilitate a large-scale DDoS attack 

on Dyn, a company responsible for 

controlling DNS infrastructure. The 

attack – believed to be more than 

21 times more powerful than any 

previous DDoS attack on record - saw 

subsequent outages to some of the 

world’s most used websites, including 

Netflix, Twitter and Amazon27.
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Internet of Things (IoT)

An emerging risk businesses need to take into consideration is the rise 

of IoT devices. The Internet of Things (IoT) refers to the physical devices 

embedded with software which can then be controlled via internet 

infrastructure e.g. CCTV cameras, coffee machines, smart TVs. 

It is estimated that 50 billion devices will be connected to the network 

by 202028. Organisations have increased their use of IoT devices to 

78%, up from 63% in 201629. With more interconnected devices coming 

onstream everyday, such as cameras and online printers, there is an 

opportunity for malware to manifest itself in newer, softer targets30. 

IoT devices are especially prone to external threats as developers  

pay less attention to older versions of their products. With a  

greater focus on developing, updating and patching newer products, 

there is a risk older versions of IoT devices will have inadequate 

cybersecurity measures to shield themselves from increasingly 

sophisticated intrusion methods. 

Gaining entry through an IoT device into a corporate network is 

becoming an ideal opportunity for hackers. The lack of uniform security 

standards is one of the major challenges IoT faces. The technology of 

these devices primarily relies on cloud-based services, so the absence of 

structure makes it tough to apply adequate perimeter defences. 

The ‘secure by design’ principle is the next step towards protecting IoT 

devices from a DDoS attack. At the first stage of creation, designers 

must take into consideration the security of the device and provide 

protection against threats from the ground up rather than finding a 

solution when it is too late.

IoT, Blockchain, AI and  
the rise of Cyberwarfare

A malware known as 
Android Stock bot 
was discovered in 

2017, posing as 
legitimate apps on  

the Google Play  
store and adding 

compromised devices 
to a botnet, potentially 

affecting anywhere 
between 600,000 and  

2.6 million devices31. 

A bill has recently been introduced in the USA pushing for any device sold 

to the US government to follow a set of requirements36, such as:

> allowing the installation of patches

> having no ‘known’ vulnerabilities 

> permitting users to change default passwords.

The success of the bill would only be the first step in securing the IoT, 

as the recommendations are basic in nature and do not apply to all 

devices. The bill would have a significant impact on the future of IoT  

and provide a set of guidelines for all other devices. 
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Vulnerabilities can often be patched with mandatory software updates 

but users are generally unaware of applying firmware updates. These 

are manual updates that the user must apply in order to improve device 

standards. Many devices fail to prompt the user of firmware updates, 

leaving users to seek out the updates themselves. This is one of many 

reasons why the updates fail to occur, leaving firmware in the dust.  

Hackers have been known to contact manufacturers when a vulnerability 

within their products has been identified. Due to the mammoth cost 

of product recall and reputational damage, manufacturers will ignore 

this warning and rather prefer to update the issue with a new release 

product, leaving users exposed to a variety of cyber threats. 

Blockchain

Blockchain is a recent phenomenon evolving the way the world trades 

through a decentralised system. The system essentially guarantees your 

transaction as it happens. Each block contains information, made up 

of three elements; your data, hash from the block, and hash from the 

previous block. Once the data inside the block has been created, the 

block is extremely difficult to tamper with as the block will change. 

There are three factors behind blockchain security – the hash of the block, 

the proof of work (POW), and a non-centralised system. The hash can be 

compared to a fingerprint in that each block has a unique hash. If an attacker 

were to tamper with the block, the following blocks will become invalid. The 

POW, data from the previous block, confirms the data in the previous block is 

verifiable. The peer-to-peer network allows anyone to join. Each new member 

- otherwise known as a node - will receive a full copy of the blockchain, 

allowing each new associate to view the transaction history of the blocks. The 

creation of a new block will be sent to each node on the chain, and must be 

verified by each. With full verification, a new block will be added to the chain. 

The speed of transactions, reduced cost for transaction heavy businesses 

– particularly those in the financial and insurance sector, and the aspect 

of largely tamper-proof records are beneficial to the New Zealand 

market expanding into the blockchain phenomenon. Like other technical 

advancements at an infancy level, a host of risks accompany the network. 

The irreversible nature of the blockchain model can actually strengthen 

the integrity of data. As there is no single point of failure, there is a very 

low risk of disruption sustained from a DDoS attack37. This is because 

DDoS attacks usually tend to exploit bottlenecks in traditional caching 

structures – a concept eliminated in a blockchain model. There are an 

increasing number of blockchain-based encryption services that record 

time-stamped events and hashes of files, as well as encrypting data used 

by several parties by only allowing partial access to each party38. Hence, the 

blockchain model not only provides real-time encryption for data in use, 

but also increases the ability to detect unauthorised access or use of data. 

The Grim Reaper

Late 2017 saw the botnet 

known as ‘Reaper’ appear in 

the world of IoT. Not only will 

the Reaper block the use of the 

device but will also enlist it as 

a botnet, infecting countless 

other devices. Using known 

exploits and security weaknesses, 

the malware recruits devices 

such as IP wireless cameras, 

DVRs, routers, and WIFI points, 

rendering them unusable. New 

devices are being recruited 

daily, with the expectation of a 

large-scale DDoS attack on the 

horizon. Unlike previous malware 

such as Mirai, Reaper exploits 

IoT device vulnerabilities rather 

than exploiting factory default 

usernames and passwords32.  

By targeting a known 

vulnerability, the botnet can 

swiftly take control of a device 

without raising any alarms33. 

The purpose of the malware is 

still unknown, whether it be for 

financial gain, chaos, or targeting 

specific states34. IoT devices 

infected with the malware feature 

a Lua-based software allowing 

for new code modules to be 

downloaded into the device. This 

allows the compromised devices 

to be weaponised at any time35. 
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The process of accessing the blockchain is when the data on the chain 

is most vulnerable. The reliance on both public and private keys to 

access the blockchain forbids hackers from obtaining stored data. Due 

to the keys being a string of cryptic letters and numbers, it is virtually 

impossible to guess them. Hackers rather attempt to steal them from 

the weakest link – the personal computers or devices, otherwise known 

as endpoint vulnerabilities. If these access points are unencrypted, 

hackers can gain entry into the system and use the data. This highlights 

the importance of encrypting these devices, which can be as simple as 

multi-factor authentication. 

Experts see the network as being adopted as being similar to the 

introduction of TCP/IP (Transmission Control Protocol/Internet Protocol), 

which laid the groundwork for the development of the Internet. This 

system took decades to evolve, encountered multiple roadblocks but 

became a global success. If blockchain is anything like email, it might 

take decades to reach full potential39.

Other weaknesses in blockchains include – limits to the rate of 

blockchain transactions that can occur; the large size of the blockchain 

that must be distributed for it to be validated; and that the promised 

anonymity is relatively easily undermined by security researchers, 

intelligence and law-enforcement agencies. While there are new 

blockchain-based cryptocurrencies that address some of these issues, 

they are yet to see mainstream traction. 

Artificial Intelligence (AI)

The forward-thinking technology of artificial intelligence (AI) is becoming 

a necessity throughout industries and applications due to the increase 

in computing power, data collection and storage capabilities. AI can be 

Individual A 
requests a 

transaction to B.

This transaction is 
represented as a ‘block’.

The block is 
broadcast to 

every party (node) 
in a decentralised 
virtual network.

A Validation
The network of nodes 

validates the transaction using 
known algorithms.

Once verified, the transaction 
is combined with other transactions, 

contracts or other information to 
create a new block.

✓
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The new block 
is added to the existing 

blockchain that provides a 
permanent and transparent 

record of transactions.

The transaction is 
complete. Money 
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B
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found in current every day services, as seen in the popularity of apps 

and services such as Siri, Netflix (recommendation engine), speech 

recognition, and more recently, the introduction of self-driving cars40.  

For AI to work best, recognising the strengths and weaknesses is key.

Introducing AI into each sector will identify new exploits and vulnerabilities 

to prevent future attacks. Incident responses would also see major 

improvement – if under attack, the entry point will be identified and 

patched to eliminate the attack41. Yet experts are warning that the rise of AI 

will be used by criminals against companies to conduct cyberattacks. With 

AI, the targeting, payload selection, weaponising, delivery and execution, 

could in theory, be automated42. Human hackers often get caught because 

they get spooked, overconfident, frustrated or leave traces that give them 

away. It is likely that AI-enabled tools would not make the same mistakes – 

if they did, they would learn very quickly from these mistakes. 

Many focus on the aspect that AI will lack judgement, intuition 

and human expertise, yet what is overlooked is the system’s 

unpredictability43. In the event the system landed in the wrong hands, 

the results could be catastrophic, causing more harm than good. 

 AI and the cyber battles of the future 

“The human reliance on AI is a vulnerability in itself. The more systems decide 

things on their own, the more likely they are to create an issue that is hard to 

undo or even understand. An example of this are the algorithms and decision 

machines that underpin the stock market, particularly high-frequency 

trading. Market disturbances that previously would have had a considered 

(and albeit less efficient) human response are now amplified through the 

automation that drives profit margins. 

 Cybercriminals are essentially businesses that are well-tuned to new 

opportunities but are not operationally bound by ethics, compliance or 

legislation. They adopt to each new technical advancement faster than the 

rest of society, the conclusion being that defensive innovation is required 

to match the threat. Legacy approaches to cyber security have failed, or 

at least failed to be observed, and AI presents us with an opportunity to 

provide greater defence-in-depth against cyber adversaries.

 Machine learning is becoming increasingly important for cybersecurity. 

Without perfect intelligence about your adversaries, it should be impossible 

to tell what techniques and tradecraft they might use against you in the 

future. Machine learning can deliver insights into adversary behaviour that 

complements intelligence derived through other means. It also enables much 

greater agility and flexibility, since AI-based tools are generally quicker to 

deploy and faster to deliver positive operational effects than legacy tools.

 No hacker leaves no trace, so the ability to predict, detect and prevent 

adversaries on your network before they are in a position to launch an attack 

will be the context of the cyber battles of the future.”

 Jeremy Jones, 

Head of Cyber Security
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Rise of Cyberwarfare

Nation-state attacks are the most sophisticated and well-funded attacks 

in existence. An attack can be influenced by a variation of motives, 

including political, military, civil disruption, and industrial espionage. 

Each state has their own motives and capabilities. The biggest players 

working on developing their cyber skills are China, Russia, Iran, Israel, 

North Korea, the USA and the United Kingdom. 

Government involvement in cybersecurity has spiked globally. Countries 

with access to nuclear arms may only sit in single digits, yet the rise 

in cyberwarfare has influenced governments to improve their cyber 

knowledge. Recently there have been cases of cybersecurity firms 

being accused of collusion with governments, where software has been 

alleged to be collecting user information, which was then subsequently 

shared with governments. While these remain as allegations at this 

stage, this does raise concerns about similar future incidents involving 

greater collusion between governments and the cybersecurity industry. 

Targets of nation-state attacks must assess the purpose of the attackers, 

why they have been chosen as a target, and what risks they face in this 

event. Known attacks have left a path of destruction post attack.  

Nation-state backed cyberwarfare will only increase with time, as 

governments increasingly focus on their cyber capabilities rather  

than their defence systems. 

Along with nation-state attacks, cyber terrorism and hacktivism have 

become of interest to rogue groups. Cyber terrorism works on the same 

grounds as physical terrorism – spreading disorder through the internet 

in order to achieve political gain through intimidation. Hacktivism in 

comparison is the use of computers and networks to promote a political 

agenda or social change. Even ransomware can have links to nation-

state warfare – some attacks may be regarded as precursors to future 

cyberwarfare operations, as witnessed in the alleged North Korean links 

to the WannaCry incident. 

New Zealand organisations are not excluded from the rise of nation-

state cyberwarfare, and will be affected in more ways than one. 

Whether a direct target, a platform to attack other parties or honing 

cyberwarfare tools and skills, New Zealand cannot rely on geographical 

isolation for protection. As global powers increase their capabilities, an 

increase in our exposure is to be expected, and we must be prepared  

for the threat should and when it arises. 

NOTPETYA

In December 2016, Ukraine 

became the target of a nation-

state attack, which soon came 

to be known worldwide as 

NOTPETYA. The source of 

the attack, alleged to have 

originated in Russia, had shut 

down electricity to hundreds 

of thousands of people. The 

blackout only lasted a couple 

of hours, but was not the first 

of its kind. A similar source had 

targeted Ukraine just the year 

before, affecting their finance, 

media, transportation, military, 

political and energy sectors 

once again. “You can’t really 

find a space in Ukraine where 

there hasn’t been an attack” 

NATO ambassador Kenneth 

Geers stated. These attacks have 

essentially destroyed computers, 

deleted data and rendered the 

most basic functions useless. 

Democrats hacked

Perhaps the most highly-

publicised incident in nation-state 

cyberwarfare is the 2016 email 

leaks of the DNC during the US 

elections. An assessment by the 

Office of the Director of National 

Intelligence (ODNI) found 

Russian leadership preferred a 

presidency with Donald Trump, 

rather than Hillary Clinton. Using 

a phishing technique, a series 

of emails were leaked from the 

Clinton campaign. It is believed to 

be a state-sponsored attack, with 

blame being placed by several 

cybersecurity experts on two 

Russian intelligence groups44. 

The fallout of the email leaks cast 

significant negative attention on 

the Democratic Party, with the 

leaks widely credited for being 

one of the major reasons for 

Donald Trump’s upset win.
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Industrial Control Systems 

Industrial control systems used in manufacturing and sectors providing 

critical infrastructure are becoming increasingly vulnerable to cyber 

threats45. Running on custom software, industrial control systems (ICS) 

were designed and deployed to function in isolated areas46. These 

network systems generally operate outside the business IT function, 

managed by external departments. 

Industries at risk

> Chemical plants

> Mail sorting offices 

> Gas processing facilities

> Food production

> Distribution centres and ports

> Wind turbines

> Hydro-electric farms

> Dams

Protection of these systems is vital to ensure that providers of integral 

societal infrastructure, such as electricity and water, can continue to 

operate unscathed. The issue lies with outdated systems and minimal 

security mechanisms, which opens the door for these systems to be 

compromised. Until recently, the idea of hijacking a power plant appeared 

to be purely a Hollywood-concocted fantasy – yet incidents in recent 

years such as the Stuxnet virus and Saudi Aramco attacks47 illustrate that 

such events are increasingly likely to occur in years to come. 

The increase of wireless communication, mobile devices and 

interconnectivity of systems within highly integrated internal networks 

can unfortunately create gaping weakness in an organisation’s 

cybersecurity due to the interdependency of various functions in 

operating networks. In an interconnected network, if one process can be 

shut down, there is a substantial risk of other processes consequentially 

rendered inoperable. 
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The issue with implementing security measures into ICS is the age of the 

systems. At creation, the structures were not intended for connectivity to 

the Internet, and generally have no means of authenticating commands 

received48. Throughout Europe and the US, these legacy systems can 

be 15 to 30 years old, leaving them vulnerable to external intrusions, 

as security considerations were limited to the risks at the time of their 

construction, hence leaving them ill-equipped to handle the evolving 

landscape of cyber threats. The long-term solution would be to migrate 

to a modern system that can be effectively secured, yet removing and 

rebuilding these systems from scratch is not feasible. The challenge now 

is how to incorporate stronger security measures into both new and 

legacy systems49, adapting these old systems to the new framework. 

Halting technological changes and advancements may not be an option, 

but taking steps towards protecting these systems is. Any organisation 

involved in the large-scale use of automation or ICSs should place 

cybersecurity at the forefront of their risk management, seeking the 

assistance of cybersecurity experts where necessary. 

New Zealand is not exempt from this issue. The same technologies that 

have been attacked or compromised elsewhere are used within our 

own critical infrastructure. We cannot assume that our geographical 

isolation can offer protection from such attacks, particularly with more 

sophisticated attacks expected to arise in 2018. 

Difference between ICS and BSS

Both ICS and BSS (Business System Security) can encounter a cyber 

incident, yet the consequences differ significantly. Data, financial and 

reputational loss are the focused risks surrounding BSS, yet more severe 

losses, such as the inability to provide essential utilities or even the 

endangerment of human life, have immense consequential impacts for 

compromised ICSs.

Security updates for BSS’s are much easier to perform – the time 

taken and people affected is minimal, causing no major disruption. 

ICS’s updates are extremely difficult and costly to perform, due to the 

significant disruptions that may be caused during downtime50. Often 

if malware or viruses are detected, it is not uncommon for systems to 

continue running; the recovery process is seen as larger than the threat. 

Like other sectors that have only experienced sporadic incidents, it is 

extremely difficult to encourage organisations to secure their systems 

when they have been running smoothly for decades. However, this can 

change if there is an overhaul of industry regulations, which can incur 

significant disruption to organisations, due to the cost and changes 

required to recertify the whole system. Hence, it’s in the best interests 

of organisations utilising ICS's to stay proactive and ensure that their 

systems remain robust and resistant to evolving threats. 
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Triconex hack

In December 2017, with use 

of sophisticated malware 

(dubbed Triton), Triconex (a 

product widely used in the 

energy industry) fell prey to a 

cyberattack. Taking control of 

a workstation operating with 

Triconex’s technology, the 

hackers sought to reprogram 

controllers used to identify safety 

issues52. It is assumed the hackers 

conducted the attack to decipher 

the safety systems and how they 

can be modified in the future, in 

the event they wish to launch an 

attack on the plant. It is believed 

that the victim was located in the 

Middle East, with some sources 

locating the firm in Saudi Arabia53. 

The importance of an effective response plan is key to recovery. Confidence 

in the supplier that the correct technology, availability and capability will be 

applied will ensure a hasty revival. As with any other industry, pre-emptive 

protection is the key to minimising losses. As the threat landscape continues 

to evolve, ICS’s must continually assess their vulnerabilities to hackers:

> What factors make our organisation an appealing target?

> Are our assets aligned with corporate standards, governance,  

and monitoring processes?

> Have all potential incidents been considered? 

> Have costs and consequences been identified?51 

Cybersecurity experts monitoring the Triconex incident have alleged 

that this incident was partly a reconnaissance attack, with the intent 

of the hackers being to monitor the infiltrated system and understand 

how it worked. This sheds light on the increasing sophistication of such 

attacks. There lies a real risk of malware or other malicious content 

being implanted into compromised systems, where it can lie dormant 

until prompted to cause significant damage when needed. 
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Slow Burn Vs Immediate Costs

Cyber losses occur in two predominant phases – immediate and  

slow burning. 

The assumption that the biggest loss a business or organisation faces 

is financial is far from reality. Reputational damage, loss of competitive 

advantage, customer loss and revenue costs are only a handful of risks 

that must be considered. 

Two organisations hit with a cyberattack may face a similar impact, but 

have vastly different costs. The company sector, data collection and 

legal impact can all affect the overall costs of an attack. Each sector also 

has different priorities when facing losses. Those in the retail sector tend 

to show concern towards financial loss, while those in tech firms focus 

on reputational damage. 

The loss of competitive advantage can have a major effect on revenue 

loss in more ways than one. While business downtime can affect sales, 

a competitor-sponsored attack can unsuspectingly reduce profitability. 

For example, if a company hacked a competitor’s retail website and 

altered prices or rates, customers may leave the site, resulting in both 

financial and reputational losses. 

An SME can undertake a variety of actions to mitigate potential 

losses, including taking the time to determine specific threats to their 

organisation. Understanding these threats can help a business prepare 

in the event of an incident. It is impossible to be 100% protected from a 

cyber incident, but the sooner a breach is reported, immediate costs can 

be minimised and exposure to slow burn costs reduced. 

Costs of Cyber 
Incidents

Immediate costs

> Legal costs

> Customer notification costs 

> Forensic investigation costs

> PR expenses

> Potential business 

interruption costs 

Slow burn costs

> Share price impact

> Competitive advantage 

loss 

> Revenue loss

> Third party litigation 

expenses
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Target targeted

In 2013, a major US retailer Target, 

lost more than 40 million credit 

card details and 70 million pieces 

of personal information through 

a malware data breach. Target 

faced huge immediate costs, 

including the incident response, 

forensics, and additional call 

centre staff. The immediate 

costs alone were reported to be 

US$60 million with slow burn 

costs of US$100 million in the 

following months, including 

the installation of chip and pin 

readers throughout their stores 

and a US$5 million investment 

in customer education and 

awareness. Target claimed the 

cyberattack not only caused a 

5.3% drop in sales, it also incurred 

a US$19 million settlement with a 

group of banks, credit unions and 

MasterCard issuers. The company 

incurred total losses of more than 

US$261 million54. 

What is particularly intriguing about the Target case is that the retailer 

was not the original target. The hackers focused on a third-party 

vendor55, infiltrating an employee’s email account via malware and then 

obtaining their Target login credentials and subsequent data.

Although an organisation may have robust cyber risk management 

procedures, the question is whether the same standard can be applied 

to other companies that are interacting with their internal systems.

Lack of Reporting Cyber Incidents 

The under-reporting of cyber incidents, such as data breaches, can 

be attributed to various reasons – fear of negative publicity; fear of 

legal repercussions; the cost of notifications; and the lack of legal 

requirements mandating notification in the wake of cyber incidents. 

There is also the perception that enforcing mandatory reporting 

requirements appears to punish the victim – in this case, the information 

holder – rather than the perpetrator who illegally accessed the 

information in the first place. 

Yet there is the argument to be made that not only can mandatory 

reporting increase our understanding of the most prevalent risks, it can 

also help to devise strategies to help minimise the occurrences of these 

incidents in the future. There are also ethical arguments around privacy 

rights held by customers and their right to know if their private details 

have been compromised. Recent, high-profile incidents, such as the 

Equifax breach, will only intensify future debates around the issue of 

mandatory notification.

From an insurer’s perspective, an increase in the frequency of reporting 

incidents can help improve insurer assessments of the cyber risk 

landscape as a whole, giving them the opportunity to analyse types 

and costs of various cyber incidents, and thus being able to provide 

more accurate pricing. One of the biggest setbacks insurers currently 

face is the ability to accurately illustrate the severity and frequency of 

cyber risks. Increased reporting helps to paint a clearer picture for both 

insurers and insureds.

It can be argued that organisations would be more motivated to do 

something about data breaches if New Zealand had a compulsory 

data breach notification law. A Law Society review made numerous 

recommendations concerning data breach notifications, yet none 

have as yet been enacted by Parliament. It is however expected to be 

passed into legislation sometime soon, given that New Zealand has 

fallen behind international standards. International legislation varies, but 

overly punitive regulation could potentially curtail innovation and foreign 

investment. A balance must therefore be struck ensuring that the 

security outcome takes precedence rather than the imposition of fines 

or complex compliance frameworks.
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Governments and the Courts are recognising that peoples’ 
personal information ought to be safeguarded, and that those 
who do not adequately protect that information must be 
held accountable. Contractual responsibilities may give rise 
to claims for breaches but regardless of those obligations, 
privacy regulations are likely to require specific legal response. 

The New Zealand Privacy Act 1993 has been under review since 1998. 

Following recent global regulatory reform, the New Zealand Privacy 

Commission is calling for urgent improvement to increase penalties for 

breaches. The Ministry of Justice is now in the process of legislative drafting, 

with the potential introduction of a new regime by the end of 2018. 

The change in regulatory reform in New Zealand reflects recent 

legislative movements in Australia and the European Union.

Australia recently introduced The Privacy Amendment Act which will 

come into action from 22 February 2018, meaning eligible data breaches 

must be reported within 30 days by all entities covered by the Australian 

Privacy Principles (APPs)56. Fines of up to AUD$1.7 million are available 

for significant privacy breaches. 

The EU General Data Protection Regulation (GDPR), which will be put 

into action 25 May 2018, will help protect citizens throughout the EU from 

privacy and data breaches. Under the new legislation, organisations stand 

to face substantial penalties in the event of a breach, including fines of 

up to 4% of annual global turnover, or ¤20 million, whichever amount is 

greater57. But this legislation is not confined to businesses in the EU.

Following the EU’s and Australia’s lead, a variety of New Zealand 

proposals have been recommended, both preventative and responsive 

measures to protect those involved in an attack. The proposed  

New Zealand legislation will require mandatory training for employees, 

ensuring their cybersecurity education is sufficient in providing 

protection for their organisation.

In the event of a data breach, the fines recommended would have a 

significant impact on a business. A fine of up to $100,000 for a civil 

penalty will apply for an individual, or as much as $1 million for public 

and private sector organisations. Approval for these recommendations 

has yet to go ahead. 

Currently the blockchain and cryptocurrency industry is only lightly 

regulated in New Zealand, but this could soon change. The Financial 

The Legal Framework
Compliance with Privacy Regulations  
and Third-Party Liabilities

“Civil litigation for compensation 

for data protection, privacy and 

cyber issues are rarely litigated in 

New Zealand. However, claims for 

compensation appear to be on 

the rise both here and globally. 

More immediate concern for 

organisations is the regulatory 

reporting requirements to 

affected parties when a breach 

occurs. With strict regulatory 

requirements being introduced 

globally, companies need 

to be well on top of how to 

communicate with regulators 

and affected individuals when 

a breach occurs, in order to 

mitigate legal consequences.” 

 Mark Anderson,  

Cyber and Law Specialist
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Markets Authority has recently released commentary on cryptocurrencies 

and initial coin offerings (ICOs) within the New Zealand market, while the 

Reserve Bank of New Zealand continues to monitor the digital disruption 

affecting the banking sector. The Inland Revenue Department is currently 

working on guidelines for the tax treatment of cryptocurrency which is 

likely to affect how the industry operates within New Zealand. 

But it is not only regulatory responses that organisations need to be 

concerned about when a data breach occurs. Across the US and Europe, 

there is greater recognition of the damage such breaches can cause to 

individuals. This shift has been seen in the United Kingdom, where the 

Courts have acknowledged broader rights of compensation arising from 

circumstances where people have suffered loss of data at the hand of 

businesses. Compensatory awards have been given for direct costs of 

changing privacy information but also to compensate for the concern, 

anxiety and distress of confidential information being exposed. Given 

electronic data is now an international commodity, New Zealand businesses 

need to be prepared for the potential of such claims here and abroad. 

Companies with international offices or those that hold overseas client 

data can be exposed to international privacy laws if a data breach 

occurs. In this event, many insurers will cover the cost the Privacy 

Commissioner deems appropriate to the breach, so this is an aspect  

that organisations should consider when purchasing cyber insurance. 

An increase in demand for cyber insurance is expected with the 

proposed changes. Businesses will be facing a variety of costs and 

looking to mitigate these in any way possible. Reputational impact, 

recovery costs and incident management are only a few of the costs 

sectors could face in addition to pecuniary fines and penalties, both of 

which can be reimbursed by a comprehensive cyber insurance policy. 

 

Good Legislation

Limited Legislation

Global legislation
for mandatory reporting

EUROPE

USA

CANADA

AUSTRALIA

NEW ZEALAND

CHINA

JAPAN

SOUTH KOREA

INDIA

INDONESIA

SINGAPORE

“The new reform will include 

stronger powers for the Privacy 

Commissioner to compel 

businesses to report privacy 

breaches. It will introduce fines  

and penalties for breaches of 

privacy. It will compel business to 

have risk management strategies to 

prevent breaches and businesses 

will no longer be able to quietly 

remedy cyber incidents without 

advising affected individuals. This 

will represent a sea-change for the 

way many businesses handle their 

information. 

 Notably, these risks will extend to 

non-EU organisations that offer 

goods or services to EU residents 

or hold or monitor their data. 

The GDPR’s tentacles are truly 

international.”

 Mark Anderson,  

Cyber and Law Specialist
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The cyber threat landscape that continues to evolve 
around the globe gives New Zealand an opportunity to 
build cybersecurity measures and gain global recognition 
as leading cyber experts. The threats themselves will 
not diminish, but there are many opportunities for 
organisations to improve their security measures  
within the cyber world.

Advanced Authentication

Reliance on a single password may be a thing of the past as 

more companies move towards Advanced Authentication (AA), a 

renewed form of safety using processes such as two or three factor 

authentication and biometrics.

Biometrics have become a favourable option within companies. 

Fingerprint, facial and iris recognition are becoming progressively 

common forms of multi-factor authentication. The security offered by 

passwords is relatively poor – they can be hard for users to remember 

and often easy for hackers to crack, particularly because users tend to 

pick poor passwords or record them insecurely in order to aid recall. 

Biometrics offer a substantially more secure entry requirement and 

improved user-friendliness. Banks are opting towards biometrics as 

a form of verification through fingerprints on mobile apps and facial 

recognition as a form of payment. 

For the financial sector and other industries with high value and 

sensitive information, AA is becoming the preferred security approach. 

For both customers and employees, the improvement in security will 

reduce the probability of a cyber incident and provide comfort for all 

users. Information sharing throughout internal and external organisations 

is seen as a positive until it lands in the wrong hands. Ensuring a user’s 

identity through AA allows for peace of mind59 knowing that only you 

can access your data through your login portal. 

Company Culture

It is no longer the sole responsibility of the IT department to protect 

against an attack. History shows that hackers tend to target the weakest 

links in the company – often the humans who use the system.

Risk Management 
Strategies

Implementing a 
security product may 
give the appearance 

of protection,  
yet 27% of global 

cyber incidents in 
2016 resulted from  

a failure to keep 
antivirus software  

up to date58.

*****

1 Factor Authentication

2 Factor Authentication

3 Factor Authentication

+

*****

*****

+

+

Multi Factor Authentication 
(MFA) – Three Tiers
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Strong company culture surrounding cybersecurity awareness is vital to 

ensure each employee is successfully educated in not just defending, but 

protecting against a cyber incident. As cyber threats consistently evolve, 

regular cyber training and ongoing employee communication is essential.

The proposed change to New Zealand’s Privacy Act should see 

cybersecurity training become mandatory in a similar vein to the 

existing health and safety training and in some cases – such as 

healthcare services – become part of health and safety training. As 

soon as SMEs integrate cybersecurity training into their workplace, the 

likelihood of a cyber incident occurring due to human error is reduced. 

There is also a ‘public health’ aspect to good cyber risks management, 

much in the same way that flu jabs can give added protection not only 

to the people who have them but to the population as a whole, as 

long as a sufficiently high percentage of the population is inoculated: 

Flu jabs reduce the risk and rate of propagation of an infection, and 

therefore limit its spread and impact. Similarly, the risk of propagation of 

a cyberattack between companies and organisations is reduced where 

a high percentage of the population of IT users has taken appropriate 

precautions against infection (and therefore onward transmission)60.

Using the intranet or other shared platforms, CEOs and directors can 

create a sense of community among employees by posting regular 

updates or news regarding cybersecurity within their organisation.  

As quoted in the Information Age: “One team meeting about 

cybersecurity is not enough to guarantee that employees understand 

how to keep data secure. Cyberattacks come in many different forms 

and are always evolving, so everyone needs to be kept up to date 

on what to look out for.” In order to keep employees up to date, 

information should be relatable and straightforward to keep everyone 

engaged. Feedback mechanisms and reporting channels ensure 

suspicious activity is identified quickly and dealt with effectively. 

Like any change in the workplace, it must begin at the top. It is 

essential for directors and executives to understand that they must 

lead by example, demonstrating to employees the importance of cyber 

knowledge. Training throughout each department on a regular basis 

emphasises the idea that an effective cybersecurity culture is achieved 

when everyone feels responsible. 

Restricting user access to confidential data is essential for minimising 

data loss. System privileges should be reviewed annually, particularly 

with administrative or super-user rights. These common targets tend to 

have access to a majority of the company’s data, allowing attackers to 

infiltrate the system through one source. 
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Business Continuity/Disaster Recovery Planning

Just like health and safety, an effective business continuity plan (BCP) or 

a disaster recovery plan (DRP) is a vital component of any organisation’s 

cyber risk management. Identifying potential risks and pinpointing the 

significant parts of your business will prepare you to recover as quickly 

as possible61. Organisations that have a proven disaster recovery plan for 

cyberattacks tend to have lower overall costs than those that do not.

Such plans are yet to be made a legal requirement, but careful  

planning for unexpected events is essential for effective governance  

and risk management. 

Installing a BCP within the workplace benefits all parties:

> Minimises the effect of a disruption

> Reduces financial risk

> Retains reputation

> Meets legal and statutory obligations62.

Essential 8
Protection from a 

cyber incident cannot 
be 100% guaranteed, 
yet there are several 

strategies organisations 
can implement to make 

their computers 
more secure64. 

8
Backup data daily

To minimise data losses in the 
event of a cyber incident or even 
a simple equipment failure, it is 

essential to back up and store all 
your data and critical information 

daily. Store back-up data in a 
secure offline location daily. 
In the event of an incident, 

only one day of 
data is lost. 

1
Whitelist applications

Allow only selected 
software applications to 
run, blocking unwanted 
applications, including 

malware. 

2
Patch Applications

Patches fix security 
vulnerabilities, blocking 
adversaries from using 
known vulnerabilities.

3
Disable untrusted 

macros

Macros are commonly 
used to download 
malware. Disabling 

these will block access 
hackers from sensitive 

information.

4
Block unwanted 

applications

Flash, Java and web 
ads are common ways 

to install malware. 
Uninstall or block 
access to these if 

possible.

5
Restrict of admin 

privileges

Admin accounts are key 
for adversaries to take 

advantage of to have full 
access to information. 
Restricting who has 
access will mitigate 

chances of an attack.  

6
Multi Factor Authentication

Multiple levels of 
authentication make 

it difficult for hackers to 
access data. Two-step 

passwords or biometrics 
are increasingly popular. 
Authentication must also 

be practical for users.

7
Patch Operating 

Systems

Similar to patching 
applications, this will 

block adversaries from 
using known 

vulnerabilities.

64
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One of the biggest benefits is the ability to negotiate with insurers 

for a lower premium. The development of a sound, robust BCP puts 

organisations in a better light when reviewed by insurers63.

Where businesses can improve their risk management strategies is the 

application of a ‘hot’ site65. This acts as a disaster recovery website 

that can be accessed if a disaster is encountered – generally used for 

businesses that cannot tolerate any downtime. All data is available and 

ready for use to mitigate business interruption. Comparably, a cold site 

is available with little to no equipment set up, requiring all action to be 

conducted to set up the site after the disaster has occurred. Employing 

a hot site into you DRP offers a lower risk, which insurers can then 

reward with a lower premium. 

While a disaster cannot be averted, the effects can be minimised if 

carefully planned for. Disaster recovery plans should be practiced 

regularly (at least annually) and updated to ensure that they are 

effective and that all systems and controls are in place to respond. 

These tests also allow for continuous communication and improvement.

CERT NZ

The Computer Emergency Response Team (CERT) is a new government 

organisation that aims to improve cybersecurity in New Zealand. This 

specialist unit gathers information on cyber threats, both locally and 

internationally, to provide advice to businesses of all sizes on how to manage 

their cyber risks. 

Since its establishment, CERT has received a total of 754 incident reports 

within just six months. Phishing was the top incident reported at 51%, up from 

34% in the first quarter. Malware decreased from 17% to 10%, followed by 

unauthorised access, scam and fraud, ransomware, and website compromise. 

Phishing also makes up 50% of all reported incidents globally.

CERT also tracks the location of a cyber incident – Wellington showed the 

highest reports at 82, followed by Auckland at 62. The lack of reporting due 

to relaxed legal regulations may cause an under-reporting bias. Over time, 

however, CERT will be able to identify long-term trends.

CERT has reported NZ $1.83 million in direct financial losses for victims of 

cyber incidents. As noted earlier, business loss occurs in many forms other 

than financial, and this is no different in New Zealand. The third quarterly 

report found 29% of incidents reported some form of loss – 13% financial, 5% 

data, 3% operational impact, 2% reputational, 2% technical damage and 7% 

reported some other form of loss.

CERT recommends various methods to reduce the chance of a cyber 

incident, which can be found on their website (www.cert.govt.nz). As a 

government agency, their website provides trustworthy and timely advice 

when it comes to protecting a business or organisation. 
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North America currently constitutes over 80% of the 
global cyber insurance market66. This is primarily due to 
stringent privacy legislation and the highly litigious nature 
of state jurisdictions. As more countries begin adopting 
and enforcing stricter penalties in line with US law, it 
is likely that the cyber insurance market outside North 
America will also expand. 

The demand for cyber insurance is rapidly increasing – particularly in 

the wake of widely publicised events such as WannaCry and NotPetya. 

In addition to global events, cyber insurance is increasingly becoming a 

compulsory requirement for organisations, particularly if they’re involved 

in technological services or hold large amounts of customer data.

A recent OECD report cited various points of consideration for cyber 

insurance – low uptake, difference in available coverage, high premium 

prices and a lack of coverage where the market has an opportunity 

to improve itself68. Almost 100% of businesses will make property and 

liability insurance a priority, yet only 20-35% of US companies and 

indeed, only 6% of New Zealand companies, have purchased specific 

cyber insurance69. The coverage offered by competing insurers can differ 

immensely, creating uncertainty on which insurer to choose. Causing 

confusion with companies that are already weary about cyber risk will 

reduce the chance of opting for the correct coverage for their business. 

Along with this, certain coverage offerings may not protect the 

business adequately. Particularly with standalone or traditional 

coverage, a multitude of events will not be covered if specific cyber 

insurance is not in place70. Insurers are struggling to meet the required 

coverage, mainly with larger, high risk organisations, with insufficient 

coverage available. The OECD report also points out the high and 

variable price for premiums; it is estimated to be three times more 

expensive than general liability coverage, and six times more expensive 

than property coverage71. 

As technology becomes more advanced, so too does the sophistication 

of cybercrime. Conventional cyber policies may find themselves 

outdated or inadequate as the complexity and costs of cyber claims 

increases. Adapting to an evolving risk landscape is essential for both 

insureds and insurers. There is sparse cover on the market for certain 

occurrences such as system failures.

Cyber Insurance

Some forecasts 
predict the cyber 
insurance market  

will grow from  
US$4 billion to  

US$20 billion  
by 202567.

It is estimated that 
60% of Fortune 500 
companies have no 
cyber insurance in 

place in the event of 
an incident, due to a 

lack of cover 
currently available  
for many types of 

cyber risks72. 
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Customers are increasingly requesting provision of more niche 

coverages usually excluded from most cyber insurance policies, 

including:

> Regulatory Liability – provision for claims made by regulators due  

to cyber incidents such as data or privacy breaches. 

> Consumer Redress Fund Cover – payment of claims lodged  

by customers due to a failure to provide services as a result of  

a cyber incident

> Personal Reputation Cover – payment of personal public relations 

expenses incurred to mitigate damage to the personal reputation  

of executive officers due to a cyber claim 

> Free Pre-Loss Consultations – provision of free consultation by 

cybersecurity vendors that will be paid for by the Insurer. The most 

proactive form of risk mitigation is pre-emptive minimisation of 

risks. Pre-loss consultants can shed insight on your existing cyber 

risk management, and point out loose ends or weaknesses that 

need fixing.  

> Network Failure and Improvement – while most cyber insurance 

policies limit their restoration of affected systems (both software and 

hardware) to its original state, there’s a growing need for insurers 

to upgrade compromised systems to a higher standard than what it 

was before. Not only does this improve the Insured’s cybersecurity 

infrastructure, this is also a benefit to the Insurer as it reduces the 

likelihood of incurring cyber claims in the future. 

> Cloud Failure – payment of claims to the Insured due to the failure 

of hosting computer infrastructure, extending from limited or no 

coverage to Information as a Service (IaaS), Software as a Service 

(SaaS), or Platform as a Service (PaaS). 

 Cyber risks vs. fire risks

“ It seems many businesses are 

not thinking about cyber risk 

insurance, or deciding not to buy 

it, either on the basis that “it won’t 

happen to me”, or because they 

fail to appreciate the potential 

severity of a cyber incident.

 Cyber risk can be compared with 

fire risk. People ‘get’ fire risk. They 

know you have various protection 

measures to reduce the risk of 

an event occurring, such as a ‘no 

smoking’ rule and smoke alarms; 

and you also have measures to 

reduce the impact of an event 

if it occurs, such as fire doors, 

extinguishers, sprinklers, fire 

evacuation practices - and 

insurance. All despite the fact 

that office fires are relatively rare 

– because we understand how 

devastating they can be when 

they happen. 

 So it’s generally accepted as 

common sense to get property 

insurance to protect against a 

low-chance but high-impact risk 

such as fire.

 By comparison, a wealth of 

evidence shows that cyber risks 

are (1) high-chance; and (2) 

potentially high-impact – in fact 

they can be as high-impact in 

business terms as fire risk, for 

some businesses at least. So, just 

as insurance seems an obvious 

measure to protect against fire, 

it seems to me that (subject to 

its costs) obtaining cyber risks 

insurance is a no-brainer, at least 

for any business handling sensitive 

or confidential information, or with 

significant IT reliance. I suspect 

that covers most businesses.”

 Toby Gee, 

Barrister and Mediator 
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Personal Cyber

While insurance for burglary or theft is often prioritised, a UN study 

found that between 1% to 17% of the population in the sampled countries 

is likely to fall victim to cybercrime, while less than 5% are likely to fall 

victim to burglary, robbery or car theft73. The likelihood of falling victim 

to cybercrime is more prevalent than we would like to admit. 

The total cost of cybercrime to New Zealand is estimated to total $257 million 

in 2016, affecting nearly one in five New Zealanders74. It is also estimated that 

there are, on average, 108 cyberattacks in New Zealand daily75. The statistics 

surrounding attempted attacks is even more alarming, with 100 million attacks 

thwarted in 2016, a two-fold increase from the prior year. 

While commercial cyber insurance has become an established force 

in the insurance market, there are still limited personal cyber coverage 

offerings. Although the volumes and values of transactions will 

drastically differ, personal home owners still use the same online sales 

methods as businesses. In fact, the average person is more likely to use 

online functions such as e-commerce websites and mobile banking than 

the average business. Some of these websites tend to have little or no 

encryption or security protocols, which jeopardises personal information 

such as credit card numbers. IoT devices for personal use also have 

weaknesses, with some devices containing webcams or microphones 

that can be compromised and subsequently used for extortion. 

Businesses are usually primary targets for cybercriminals given the 

larger pool of extractable funds. But they also exercise higher standards 

of cyber safety than private individuals. Businesses can usually afford 

higher-grade antivirus and firewall systems, and are likely to have far 

more cyber training than the average person. While a business is the 

more lucrative target, a person is more vulnerable. 

As many domestic insurance policies tend to exclude claims arising out of 

cyber incidents, there is a growing need for personal cyber solutions. From 

an insurer’s perspective, a robust marketplace for personal cyber coverage 

will develop over the next few years, as threats expand from the workplace 

to the home, providing cover for a range of exposures including data loss, 

identity theft, cyber bullying and unauthorised online transactions.

Compromised
loT

Compromised
Apps

Data
Breaches

DDoS
Attacks

Malware

AI

Your Home

Personal cyber attacks
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Pre-Emptive Risk Management

While the cyber insurance sector has rapidly developed over the last five 

years, there is still significant inconsistency across insurer offerings. In 

addition to a policy reimbursing costs following an incident, businesses are 

on the hunt for solutions prior to sustaining a loss. The ability to offer pre-

loss solutions is the new standard insurers should be expected to uphold. 

While an insurance policy offers remediation after an incident, it does 

not provide coverage for services provided prior to that. The most 

effective way to minimise an incident from happening in the first place  

is to adopt comprehensive pre-emptive risk management.

For most SMEs, pre-emptive risk management can be adequately 

performed through simple good practice, such as training employees, 

updating anti-virus systems and maintaining backups. Yet for larger 

firms, or firms with substantial turnover or records held (particularly 

in overseas locations), the utilisation of consulting services from 

cybersecurity firms can provide great value in assessing the state of 

their cybersecurity infrastructure, as well as determining what steps 

need to be taken to further ‘cyber-proof’ their organisations, such as 

planning and testing business continuity plans, or increased cyber-

awareness training of employees. 

At Delta, we believe the best way for insurers to add value is to 

integrate both pre-loss and post-loss offerings into a comprehensive 

risk management package. This can be achieved by using a variety of 

cybersecurity vendors to offer pre-loss services such as assessments, 

staff trainings and cybersecurity audits, which would be conducted prior 

to or post issuing insurance. Once this is done, a comprehensive insurance 

policy should be applied, to indemnify losses should an event still occur.  

A cyber claim can still arise despite an organisation’s best efforts to 

prevent it – and for this reason, it is prudent to maintain a cyber insurance 

policy to minimise potential losses. The combination of both preventative 

and indemnification offerings is in the best interests of both the customer 

and the insurer – not only would such an approach reduce insurance 

premiums, insurer loss ratios can also be improved by doing so76.

Not one size fits all, and this is especially true for insurance. Delta 

Insurance uses a variety of cybersecurity service providers to address 

the different needs of their insureds. The same versatility should be 

extended to cyber insurance policies – there needs to be a greater 

ability for insureds to customise the scope of coverage of their insurance 

policy to suit their needs by way of purchasing extensions to offer 

additional coverage. Alternatively, there should also be room for cover  

to be scaled back if necessary to meet a customer’s requirements.
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Coverage Standard Market 
Coverage

Advanced Market 
Coverage

First Party Cover

Data Forensic Expenses

Breach  

Consultations Costs

Costs to Restore

Breach Response Costs 

(Notification, Credit and ID 

Monitoring) 

Public Relations

Business Interruption –  

Network Attack

Business Interruption –  

Cloud Failure

Business Interruption –  

Network Failure

Hacker Theft Cover

Network Extortion Coverage

Loss Adjustor Costs

Emergency Costs

Loss Mitigation Costs

Network Improvement

Personal Reputation Cover

Free Security Consultation

Free Pre-Loss Consultation

Network Failure

Third Party Cover

Third Party Liability

Regulator Liability

Investigation Liability

PCI DSS Cover

Consumer Redress  

Fund Cover
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A comprehensive cyber policy should be able to respond to a range  

of cyber losses, as noted below.

Scenario 1: Malware attack from a homeware retailer

An employee of a homeware retailer had their email account 

compromised, sending out a malicious link containing malware to all 

of the contacts in their address book, including a large number of 

customers in New Zealand and Australia. Upon opening the email and 

clicking on the link (which appeared to be a link to their promotional 

brochure), victims found themselves inadvertently downloading the 

malware which installed a keystroke logger, enabling the hackers behind 

the attack to obtain information, including passwords, from the victims. 

The retailer contacted their insurer, who then assigned a response 

manager. A security specialist was brought in to assess the situation, 

remove the malware and secure the retailer’s systems. A PR company 

was brought in to coordinate communication with the customers 

warning them of the risk. 

The insurance policy was able to provide cover for the below:

> Forensic investigation and system restoration costs

> PR costs

> Legal costs to deal with any claims by customers

> Damages paid to customers

> Free Security Consultation

Scenario 2: Ransomware attack on an insurance broker

An insurance broker working as a sole trader sustained a ransomware 

attack when an employee opened a malicious email. Due to their business 

continuity plan they were still able to operate on a limited scale using 

manual paperwork, but they were unable to access their online systems. 

Rather than pay the ransom or contact their IT provider, the broker 

notified their insurer who was able to appoint a security specialist 

from their response panel. Although loss was minimised due to the use 

of backups, the removal of the infection from the system was time-

consuming and difficult. The covered costs included:

> Business Interruption losses

> The costs of identifying and removing the infection

> The restoration of the system from backup
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Scenario 3: DDoS attack on a cosmetic company

A cosmetics company specialising in makeup products suffered a 

distributed denial of service attack on their website which shut their 

website down, rendering it unusable and preventing the company from 

trading. It is believed that the attack was targeted at the company by an 

animal welfare group in retaliation to allegations of animal testing. 

The owner contacted their insurer, who assigned an incident manager. 

An IT specialist was brought onboard to resolve the issue. The insurance 

policy covered:

> Business Interruption losses

> Installing a shield to prevent the attack from continuing

> Network Improvement

Scenario 4: Accidental distribution from a hospital

A nurse at an inner-city hospital accidentally attached a confidential 

file, containing names, addresses and medical records of approximately 

3500 people in what was supposed to be a simple email to a patient 

with their test results. The hospital contacted their insurer, who assessed 

the situation and brought in external help. The policy covered:

> Regulator Liability

> Data Forensic Expenses to identify what data had been released

> Breach Response Services, including notifying the patients, setting up 

a call centre, and carrying out ID monitoring for the affected patients

> Public Relations Expenses 

> Legal Expenses

Scenario 5: Cloud failure at a travel agent

A travel agent used an online booking platform supported by a cloud 

service provider. The cloud service provider suffered an outage due to 

a technical error made by an employee while patching its systems. The 

travel agent was unable to operate as their online booking platform was 

inoperable. This caused serious financial losses due to the subsequent 

business interruption, as the outage coincided with the Christmas period 

which is the peak holiday bookings season for the year. 

The travel agent had purchased an optional extension to their cyber 

insurance policy covering them for Cloud Service Failure. They contact 

their insurer, who was able to reimburse the business interruption costs 

sustained during their outage. The policy covered:

> Business Interruption (both for the lost sales, as well as any 

consequent fall in sales volume during the following 90 days)
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New Zealand has always had the ‘tyranny of distance’ to 
contend with when engaging with the rest of the world. 
However in recent times, with overpopulation, pollution 
and turbulence in the north, combined with improved 
communication technology, this distance has become 
more of a blessing, making New Zealand the envy of  
the world.

Our geographical isolation has perhaps made us complacent in the face 

of relentless and invasive global cyber activity. With a cyberattack only 

a click of a button away, our status as an island nation at the bottom 

of the world provides us with no defence or security. In fact, it could 

be argued that our relatively lax approach to cybersecurity, compared 

with other developed nations, has contributed to New Zealand being 

recognised as one of the ‘Cyber Five’ countries that are nine times more 

vulnerable to cyberattacks than any other Asian economies.

With the intensity and number of cyber incidents increasing daily, 

coupled with the constant growth in our digital footprints, there is now 

a growing recognition of the enormity of the existing and emerging 

threats that face us. A number of initiatives are underway to develop a 

robust cybersecurity infrastructure in New Zealand. The government is 

taking action with mandatory reporting and privacy legislation reform 

on the horizon, along with the introduction of a cyber taskforce and 

public/private sector strategies in place.

However, it is up to each individual business in New Zealand to make 

sure they have the appropriate risk management strategies in place to 

minimise the impact of an inevitable cyberattack.

At Delta, we have partnered with the most comprehensive team of 

specialist cyber experts in New Zealand across all aspects of the cyber 

security risk spectrum – for further details please visit our website.

We’re passionate about helping our customers to adopt robust 

cyber risk strategies that reduce their risk and ensure they are 

comprehensively covered before, during and after any cyber incident.

Conclusion

“Currently we estimate the cyber 

insurance market in New Zealand 

to be NZ$10 million in premium. 

 With more thought leadership, 

education and understanding 

from the market, it is likely to 

climb to at least NZD$50 million 

by 2020, with the potential to  

be more than NZ$250 million  

in premiums by 2025.”

 Ian Pollard,  

Managing Director

https://deltainsurance.co.nz/cyber-risk-management/
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Botnet: a device that has been infected from a DDoS attack, to further 

infect thousands of other devices. 

Bug Bounty Program: commonly offered by software and website 

developers, this deal recognises and compensates individuals who 

report bugs within the system, especially those pertaining to exploits 

and vulnerabilities. 

Cybercrime: refers specifically to criminal activities where computers 

are both the object targeted as well as the method of operations for 

criminals. Examples of cybercrime include online bank theft, hacking, 

spying, fraud and denial of service attacks.

Data breach: a loss of control of information and typically occurs 

when sensitive, confidential or protected data has been accessed or 

distributed without authorisation.

Encryption: a form of coding that protects data by only allowing 

authorised people with the access credentials to access and use it. 

Passwords, PINs and swipe locks on smartphones are examples of 

encryption in the workplace.

GDPR: the General Data Protection Regulation is the latest regulation  

in the EU, protecting the privacy of all EU citizens from privacy and  

data breaches. Organisations will face significant penalties with failure  

to report a breach.

Hacktivism: the use of computers and networks to promote a political 

agenda or social change.

IoT: physical devices embedded with software which can then be 

controlled via internet infrastructure, enabling them to send and receive 

data. This can be anything from security cameras, vehicles to home 

appliances. 

Linux: a family of free and open source-software operating systems  

that manage all of the hardware resources associated with a desktop  

or laptop.

Lua (Software): a lightweight, multi-paradigm programming language 

designed for embedded systems and clients. It supports procedural 

programming, object-oriented programming, functional programming, 

data-driven programming, and data description. 

Glossary
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Malware: short for malicious software. This refers to a variety of 

different malicious tools, such as viruses, spyware (software that 

monitors activity on computers in order to gain personal information) 

and botware (software that connects the computer to a botnet).

Pen-testing: an authorised simulated attack on a computer system, 

often requested from executives to locate the systems vulnerabilities.

Phishing scam: a tactic used by cyber criminals, where the perpetrator 

attempts to gain personal information such as login details from the 

victims by posing as a legitimate source or organisation. 

Ransomware: a form of malicious software which encrypts a user’s 

software, blocking access to all files until a ransom has been paid. 

SCADA: Supervisory Control and Data Acquisition is a type of ICS 

(industrial control system); computer controlled systems that monitor 

and control industrial processes that exist in the physical world. 

Social engineering: the use of manipulation via deceptive tactics – 

predominantly through online communications – to coax victims into 

divulging confidential information.

Spear phishing: a type of phishing scam which targets specific  

victims rather than the public at large in order to appear more genuine 

and authentic. 

Virus: a form of malware that quickly infects systems and forces  

the computer to start using its available memory, thus slowing the 

system down.

Whaling: a form of spear phishing, targeted at company executives 

or key players within an organisation. Attackers attempt to request 

confidential information or offshore payments through specific emails  

or webpages. 
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Disclaimer

The content of this article is general in nature and not intended as a 

substitute for specific professional advice on any matter and should not 

be relied upon for that purpose. 
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