49837

OFCANZ Police Aﬁﬂ'}"ﬁt .
From: ' GCSB Redactions
Tuesday, 1/ J 012 10:25a.m.

Sent:
..Jot L. - OFCANZ

. Lc: .'._-"’-_:'- e
Subject:: 17

i - we have uploaded two TF DEBUT reports into the new folder for you. Grateful you open and confirm that you

' Ean access them ok,

b, W i b

om: OFCANZ {

&'Ffaj?s i hope you had a nice relaxing holiday

Footi
v

..l.““ 3
~his emall was classified by OFCANZ R E - Thursday, 12 January 2012 4:00:53 p.m..

NINCSB Redactions |
 -Sent: Thursday, 12 January 2012 3:51 p.m.
ToiTo: ez rdolice Analyst

‘Subject: TF DEBUT - REPORT ﬁzmz

* Classification: TOP SECRET/COMINT/REL TO NZL, FVEY

you arrange disseminatl
| who will need access to the fol

Hi gl we dont have a TF DEBUT folder on the FMS as of yet so can ination within OFCANZ
Ider when S

" of this please. Also can you provide me with the list of OFCANZ personne

made.

GCSH Regartions|
vors

Reas,

po-12.pdf>>

]

oA



OFCANZ BEURERAGEWE!

g olice Anaiyst

From: GCSB Redactions
Sent Tuesday 17 January 2012- p.m.

o ——— L tmen

~-Erom: OFCANZ Police Analyst
esday, 17 Japuary. 2012 11:43 a.m.

CoUT - REPORT 20—12

—srhank you for your email. Unfortunately Poinet is having some issues at the moment, and we are unable 1o access
3 MS Our IT people are hopeful that it will be up and running again tomorrow.

RIS RENE] 2 nd | are coming across to meetﬂa nd his team this afternoon. Would it be possible for us to
fave a read of the reports while we are visiting this afternoon? And hopefully FMS will be restored tomorrow.

G Heda:

= 7-Subject: D |-REPORTﬁZD-12

- Classification: TOP SECRET

can access them ok.

- thanksﬁ

From: OFCANZ Police Analyst

12 January 2012 4:01 p.m.
e

Subject: RE! [TOP SECRET] TF DEBUT - REPOR‘VﬁO-lZ < )‘/\<

1

- -- we have uploaded two TF DEBUT reports into the new folder for you. Grateful you epen and confirm ihat you

[ g}
)
(A%]
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e T
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.~ (00939

OFCANZ {E[ERENEL
From: OFCANZ A

Sent: pada saary 2012 12:06 p.m,

To et
ol

"Sut;uect

Taiaail

A o)

2. Classification: TOP SECRET

lease ignore my previous email. T has fixed the problem, and we have access to those reports

JBlon Tuesday, 17 January 2012 12:06:21 p.m..

) TF DEBUT - REPORT.ZD—iZ

we have uploaded two TF DEBUT reports into the new folder for you, Gratefu! you open and confirm that you
2an access them ok,

(S h=sach)

IdALl THUNEON |l

Thank you.

Pchee Analyst

‘F";- iil;[ T N E B T L

This emall was classified by OrCaN7 IR Thursdey, 12 January 2012 4:00:53 p.m..
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_— Mumber

OFCANZ EEEEAGENE!
From: oroaNz IR

Tuesday, 17 January 2012 {1; 43 a.m.
I CCSB Redactions

GCSB Redacnons '

Z'-.‘I'h.:nh yuu for your email. Unfortunately Polnet is having some issues at the moment, and we are unable to access

;.;zFMS Qur IT people are hopeful that it will be up and running again tomorrow.
=_..1.f

nel 1 are coming across to mend his team this afternoon. Would it be possible for us to
12ve @ read of the reports while we are visiting this afternoon? And hopefuliy FMS will be restored tomorraw.

GG Redaty

20-12

@lassiﬁcation: TOP SECRET

%ﬁ- we have uploaded two TF DEBUT reports into the new folder for you. Grateful you open and confirm that yau

spsSan access them ok.

ubject: RE: [TOP SECRET] TF DEBUT - REPORTO-iZ

gj;.:,‘élaSSiﬁcation: TOP SECQEY

. ul folder 1ateamiz D restriyteg 12,
jPolice Analyst |
Police Analyst



003541

PS I hope you had a nice relaxing holiday

....This ema|t was cla551f ed by OFCANZon Thursday. 12 January 2012 4 00 X p.m.,

CFrom GCSB Redactlons
Sent: Thursqa January 2012 3:51 p.it
~To: OFCANZ Palice Analys P

s §ub1&ct. TF DEBUT - REPORWﬁZO—lZ

L= HI — we dont have a TF DEBUT folder on the FMS as of yet so can you arrange dissemination within OFCANZ
this please, Also can you provide me with the list of OFCANZ personnel who will need access to the folder when
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He
fg]

eI\ rdPolice Analyst

From: GCoB: Redactions e
. 2 =
| ?gnt . . D%%:‘Aiyz‘ ii_ol:ce gf\nalyég 211: 58 a.m, _
t-"sub,act LRE ITOP SECRET TF DEBUT REPORTﬁzo-ﬂ _

; 'fg;éési?icatio:;} TOP S_EC}?ET

:Yeah, we'li give you a read.

‘;ﬁjéee yolt at 1400.

B “&-‘ﬁv Q‘-.;%?”L,_ =
@ﬁ%ﬁ.@sﬁhgg,@:@ns :
ject: RE: {[TOP SECRET] TF DEBUT - REPORT.ZG-IZ

£ i]’hank you for your email. Unfortunately Polnet is having some issues at the moment, and we are unable to access
SEEMS. Our IT peaple are hopeful that it will be up and running again tomorrow.

Herdachons|

F’Dh:e INREINE, = | are coming across to meet and his team this afternoon. Would it be possible for us to
=have a read of the reports while we are visiting this afternoon? And hopefully FMS will be restored tomorrow.

IGCSB Redactions
*RE: [TOP SECRET] TF DEBUT - REPORTﬁZO 12

- "Classification: TOP SECRET

- we have uploaded two TF DEBUT repaorts into the new folder for you. Grateful you open and confirm that you
can access them ok.

bject: RE: [TOP SECRET] TF DEBUT - REPORTﬁO-lZ
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60543
Classification; TOP SECRET

GLLE Recactuns|

104 QD

{

'ﬂﬂlﬂ

T
33l

I

T GGCSB Redactions

seEoent: | Nursga anuary 2ULZ #:51 p.m.
kTR e Ze N4 olice Analyst

-~ ubject: TF DEBUT - REPORTWOfIZ

'.lassfﬁcation: TOP SECRET/COMINT/REL TO NZL, FVEY

T T =]

ﬁ’% we dont have a TF DEBUT folder on the FMS as of yet so can you arrange dissemination within OFCANZ
2% this please. Also can you provide me with the list of OFCANZ persannel who will need access to the folder when

TR

il A LI i by

1ty

i

i ;ﬁ-20-12.pdf>>
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1544
OFCANZ {EIFEEGENE

From: Iy, Police Analys

Sent: . Tuesds - Japuany 2092 3:17 p.m, L

To: - . JoeosEessE Redactionsg _, P R e
¢ R o 46/ YWFA Police Analyst ISJZeN\PaPolice Analyst §
" 'Subject: . . ¢ [SECRET COMINT] Op DEBUT . S

Classification: =t e - vofme)

GL=E Radactions

2 - e s Y e A e

Thanks once again to you and your team for your ongoing assistance with Op DEBUT.

-1 can confirm- as of about 10 minutes ago - that termination remains set for Friday 20 Jan, timing TBC {but likely to
be early morning}

We have sourced zlInd can be contacted on R v clas) or R (secure). 1 will carry this
phone throughout the next few days so please don't hesitate to call should have or require updates. Otherwise,
{f?f;yill adhere to the 1500 daily sched. '
Ny

Should you be in a position to release further reporting, please copy EEIEEEUENE = nd myself in. Note,
discussed that our IC/POLnet connectivity could well be affected by some patchwerk currently heing undertaken.

- ‘Cheers,

I Police Analys
R Job Title

Q
R 18 - alice Analyst phone number

i I iR T AL

ANy MOILWII418SHTD HAd NOBT

J

- This email was classified by OFCANZ:[RUIERUEWH b, Tuesday, 17 January 2012 3:17:27 p.m..
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00940

QFCANZ JOIGEEGEREY

From:

Sent: 2 4‘00 p.m

To;

Ce: ' .- o eiraPolice Analyst (RSP OliCe Analys o
Subject; 7 - Fw [SECRET CQOMINT) Op DEBUT griumper

Classification: 7« =7 ¢ e r

Ses l.-eh.w.ﬁ

Please mrinc.aypadgs -

This emall was classified by OFCANZ EIECROENE | Tyesday, 17 January 2012 3:59:52 p.m..

From. a)Zer N ra - clice Analyst

. Sent: Tye L dalany 2012 3:17 p.m. i
To: GCSB ek g = §
Cc: OFCAN ' OFCANZ S IERAUEINE

Subject: {SECRET COMINT] Op DEBUT

Classification: SECRET COMINT

"~ Thanks once again to you and your team for your ongoing assistance with Op DEBUT,

" Itan confirm- as of about 10 minutes ago - that termination remains se

_ t for Friday 20 Jan, timing TBC (but likely to
" .be early morning)

" We have sourced S nd can be contacted nnmmnclas) orM(secure). Twill carry this -

phone throughout the next few days so please don't hesitate to call should have or require updates. Otherwise, we
will adhere to the 1500 daily sched.

4OMI003 ORY NOILY

Should you be in a position to release further reporting, please copy [ TR and myself in. Note, a4
* discussed that our IC/POLnet connectivity could weli be affected by some patchwork currently being undertaken,

Cheers,

Police Analyst
Jab Title

c -
i Palice Analyst phone numbcy

This email was classified by [Ee][&{=] Ana|y3t n Tuesday. *7 January 2012 3:17:27 p.m

JdAL IWIWHON g

a7t



0340

OFCANZ:[FEIEERGEIE

GCSB Redactions

RE ISEDFIET EGMENTI Op DEBUT

3 SECRET COMINT

Mumber

13 uﬂj_u@nj

{
|

\cting Team Leader
ET & Security Support Team (ICT)

r*‘hown 6881

o XN

' TN e

o

¥ NOILVD1418S

=

J

o ) 4 A
mﬂ.
=

lassﬂ' cation: SECRET COMINT

e GLSB Redactians

“lease acknowledge.
"

09

HI

\

wik".‘-ﬁ‘ )=
[
d

| 0D

t
Fl

:;i“his email was classified by OFCANZ RUUNERRGENWE 1, Tuesday, 17 January 2012 3:59:52 p.m..

.._A‘-

- From: OFCANZ {ellCCRNEINEN

. .‘Sent Tuesday, 17 January 2012 3:17 p.m,
. TD GCSB: GCSB Redactions

Ce: OFCANZ (ReliENEl

: : Yozt W& olice Analyst
- " Subject: [SECRET COMINT] Op DEEU

Classification; St 3t O LY

GCSE Redactions ?
Thanks once again to you and your team for your ongoing assistance with Op DEBUT. /L %

JdAL TYINEDN N




G .
L1‘c".}3n confirm- as of about 10 minutes ago - that termination remains set for Friday 20 Jan, timing TBC {but likely to
be early morning)

5C5Y Hedactons Palica phone numbe . .
We have sourced a_and can be contacted onunclas) or (secure}. 1 will carry this

_ . phone throughout the next few days so please don't hesitate to call should have or require updates. Otherwise, we

“will adhefe to the 1500 dally sched. - -«

B R TN o -
Y S P o DS — 4
¥ . o

o a 1,

i Should you'b In a pésition té're'[ea:sé fu"rthér»'rébdlrting_, please topy NN Y EIVE Il and r‘nyseli."in. Notg, as
discyssed that our IC/POLnet connectivity couid well be affected by some patchwork turrently being undertaken.

s e Yy N L IR TR A )
Police Analyst phone numbe
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03948

OFCANZEYICYAMENE] Numbes

From: GLESE Redactions

:';_.’_'L:'.'Sui;j_éct_:'g‘_ S )

1

0%
PRCECNN

;

TO NZL, FVEY .

“Classification: SECRET/REL

'- we have transferred another TF DEBUT report onto the FMS for you and Grant.

J ONY NDILYOI41SSY1d 404 N001

i
i
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00843

OFGANZ; Police Analyst
Frorn: o OFCANZ

Number

Sent i lary 2012 3:49 p.m.
Sumectf #7 7L PTRE [TOPSEGRET COMINT] 0 DEBUT ©~.

St e

: '.::.Qlassiﬁqa'ﬁon: TOP SECRET COMINT.

BT . Pelice Analyst
ind talking lo-

nd thanks for the meeting yesterday. The support TF DEBUT has received from the GCSB is unprecedented and
aily positive. Our management here is very happy.

opefully all goes well this weekend. | will make sure you all get 3 debrief of how it went down in the next week or

™ =T
TR
e Police Analys

ms email was classified by OFCANZE

ISSH1J 404 001

H
;;f
-u'n

A
Upie:
F:

&

[Esrl

Bl Wednesday, 18 January 2012 3:49:09 p.m..

APk
M

1 i GCSB Redactions

ent: Tuesday, 17 January 2012 4:15 p.m.
i o: OFCANZ {gslles Analysl
OFCANZ {g{ell[e) :&.narystab-nﬁ Regagtions

|
s
[
=
=
-—
=

03J

ling Team l_.ader
T & Security Support Team (ICT)
hone; +64 4 472 6881

(5058 Redacuons

1dA1 THIWHON Niglidmia

Subject; FW: [SECRE]' COMINT) Op DEBUT

Classification: . .. T {}_%Z%
i




Loe )
o«
oy
[k}

. GCSB Redactions,
see belo

Please acknowledge.

¥

* o 95 Bon £ 7
iy o 0 B

.";""This_'.emay'.w% ;Ié;‘;sjﬁed_ byQFCANz Police Analys 'qn_-:l;ué‘sd'ag;-.‘lﬁ Jéﬁﬁar? 2012 .'}:’3_9;52 p.i‘n.. ’

anks once again to you and your team for your ongoing assistance with Op DEBUT,

: o

B ‘ hn confirm- as of about 10 minutes ago - that termination remains set for Friday 20 Jan, timing TBC {but likely to

e
—

e 2 early morning)

GCSE Redackans| - . . .
e have sourced znd can be contacted onunclas) orsecure). 1 wilt earry this

phone throughout the next few days so please don't hesitate to call should have or require updates. Otherwise, we

Should you be in a-position to release further reporting, please copy NN RO TENGLad myself in. Note, as
discussed that our IC/POLnet connectivity could well be affected by some patchwork currently being undertaken.

e e e e ——— e —— e T




g0951
olaM\\F4Police Analysijs

GCSE Redactions

From:

Sent:

Toi oL
-7 Subject:” *."

. RE: rrt:lP EEGFU:—F EDMINT} Op DEBUT

. Glassificatioin: 'rup';s'E'c:R'ET'co:l.«nN'r

Palize Analyst

Thanks

dwatted wlthw and found the discussion very useful. They verbally brlefed-on the two

' recent reports so he is across this intel as weli,

- 'd be keen for 2 debrief as well. | was going to offer lhat, in return from an OFCANZ/Police spiel, we give you all a
. fun through of the tools we used and the way we used the selector leads and initlal information pack provided,

*~ Have fun on your day off, Hope Dotcom goes down!

" GSB Redactions

" Classification: TOP SECRET COMINT

NG C=E Redactions
:

"* Thanks for those 2 reports today. Very useful. | hope everything went ok with the sectera and talking tof

*.

3 ANY fI011Y3i88

= .. And thanks for the meeting yesterday. The support TF DEBUT has received from the GCSB is unprecedented and
. really positive. Dur management here is very happy.

" Hopefully all goes well this weekend. 1 will make sure you all get a debrief bf how it went down In the next week or
W80,

Palice Andlyst

-

DM

. This email was classified by OFCANZ |G GiPn Wednesday, 18 January 2012 3:49:09 p.m..

‘ From: GCSB Redactions

CC' OFCANZ ce Aﬂawtr_ OFCANZ: Palice Ana'ys GCSB Redactions

Subject: RE; [SECRET COMINT] Op DEBUT

Classification: SECRET COMINT

Police. Analys|

Hi

Message received, thanks very much. Safe travels up to Auckland, and good [uck

GIESE Redaclions




Ecﬂng Team Leader

CT & Security Support Team {ICT)
Phone; +64 4 472 6881

GLSH Radaction:|

Lot
[
C.z
(]
o

O ISTN:353:5154 - .-
ko CSB Redactions

gag "3

Sy B4

-

" From: OFCANZ [l IERaEIE
Sent: Tuasday, 17 January 2012 4:00 p.m.
To: GCSE Redactlor)s

o @=jPolice AnalysfiPolice Analys

"t

.. Subject: FW; [SECRET COMINT] Op DEBUT

e L T

—

* Classification: SECRET COMINT

i I'"Q-ll-‘ AL

L
e

#lease acknowledge.
2y

" This emall was classified by OFCANZ (MEIEEMENE 0N Tuesday, 17 January 2012 3:59:52 p.m..

.-From: a4 clice Analysl

'Sent: Tuesday, 17 January 2012 3:17 p.m.
R e e cooB Redactions

R w-Relz e \\ygPolice Analyst FozellEEPolice Analyst

ii Subject: [SECRET COMINT] Op DEBUT

- Classification: SECRET COMINT

T [eEERERERTE

Thanks once again to you and your team for your ongoing assistance with Op DEBUT.

e |y T LT Ll i e s e

h.
. ..,}n confirm- as of about 10 minutes ago - that termination remains set for Friday 20 Jan, timing TBC (but likely to
be early morning)

" We have sourced b :ﬁ'= can be contacted ounclas) orsecure). 1 will carry this
phone throughout the rext few days so please don't hesitate to call should have or require updates. Otherwise, we

will adhere to the 1500 daily sched.

" Should you be in a position to release further reporting, please copy TR RSEEEER R land myself in. Note, as
discussed that our IC/POLnet connectivity could well be affected by some patchwork currently being undertaken.

Cheers,

Palice Analyst

S—
Police Analyst
JobTille ’]/g‘\



(0uh3

This email was classified by OF CANZ {ROITEMIENRIbn Tuesday, 17 January 2012 3:17:27 p.m

£ . MailMarshal - .7 : '
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OFCANZIFEI[PENEGEITEL

From: GCSB Regactions
Sent: A4 p.m.
Subject: - OMINT] TF pebiut =~ -

Ciassification: TOP SECRET COMINT
No worries R

* It was our pleasure, and a lot of fun. We are all stoked with the result, not that we take credit for any of it.

We'd be keen for a debrief as we!! FERERIEER: away on leave until 7 Feb, and then il ay from 9-16 Feb.

. 'These guys led the charge, so I'd really hope they can be involved in the debrief.

IE

_-_--" Not sure if we try to squeeze things In on 8 Feb, or just wait for the whole team to assemble later in Feb?

As an FYI, our new Director lan Fletcher sterts in early Feb (foliowing Waitangi weekend). Given his extensive

. background in intellectual property, we expect him to be very interested in this case. In fact, I've suggested to seniors
g ;b\et ian perhaps even sitin on the debrief. They think this is a good idea.

&% B

"
i

H

4
i

TTITE

|

“rhis would A). strengthen OFGANZ / GCSB interaction and B) ensure that lhe new boss actually gives a damn about.
SRR E R eI and doesn't just turn us all intg nalysts.

2 *Coolio

P e -olice Analyst

55{'5 i edaﬁa e 26 January 2012 3:44 p.m.

subject: [ 10P SECRET COMINT] TF Debut _ .

8
\
¥
=

" Classification: TOP SECRET COMINT

° =

‘ & Hello all

ki 3w =Rk S DL R e AT A T L

e —————T T

’ ,_:_:.‘_‘Xuanted to thank you all for your work on TF Debut. It all went according to plan, as you probably saw in the news.
_' -.Everyone involved in the termination are still in Auckland,, so unfortunately I don't have any info | can give you at

" tha moment. They will start coming back ta Wellington next week, so | will update you as I can, and organise a time
- for a debrief or you all some time in the next few weeks.

" Thanks again

i ~o'ce Analysi|

. This email was classified by OFCANZ JRaaEAE S Thursday, 26 January 2012 3:44:10 p.m..

1dAL THWYON NI G40MI00D 01
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004935

OFCANZ [REUERRUENE

From: OFCANZ

Sent: Vonda
o FOL A - . . g
"‘;""'t_c;_._,: r s S f-OFCANZT IEIE:
. Subjéct: T [ narl N 2

Classification: SEGRET COMINT

b

Many thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
eporting you were able to provide bften helped to confirm or refute other sources, and assisted in providing
ituational awareness and context to {appropriately cleared) operation planners,

Can | propose we set aside an hour or so for a more ‘formal' debrief at some point in the next fortnight? D/Sgt Nige
McMarran is away for a couple of weeks however DI Grant Wormald will hopefully be able to attend.

o pics for discussion might include a summary of the operation and outcomes from our perspective {and yours),

_hat worked well, what didnt, what we could do differently/better next time etc.

“We'd be more than happy to host you all up here at a convenient time.

s

Cheers again,
= ...3.-"
--:::: Police Analyst

Aran
el

£

T I TR R TC IR ST L e
‘* M Police Analyst phone numbe!

o £

| o3




/OFC FXNr2 - olice Analyst

GCSB Redactions

From:

Sent:
SJor
sCer e

I

y _‘f,_":_Sulijebt:-' :

&

“ic/assification: SECRET COMINT

PR olice Anatysi
Hi
TN

) 'Guad la h=ar back from you. and congratulations on such a suiccessful operation on the 20™
e

pLE )

f.'a':};‘.ifewe""& been closely following ali the subseauent media reparting, and will be very interested to see how Dotcom'’s
<=~ Bxiraditian hearing progresses. |

-~ .-.--_‘!.F.

E@%hénks very much for your feedback below. We all thoroughly enjoyed being involved in this case and were happy 10
Z=sprovide what assistance we could.

Tk _

" X%e would also be quite keen to hold a debrief at some lime in the not-too-distant future. The analysts would be able
o 1 walk you through sgrme.of the SIGINT toois used, and analysis conducted by GCSB during TASK FORGE DERUT.

GCSB Redactons|

ESEil both be on leave until 7 & 8 February and :

'_;‘*.':_E_"Zf__’lgfnlnduna'te%y though.UE GCsERedacton
wiabout to head away on leave Lnul ihe o™ T we aimed for a date from 20 Febrirary onwards, would that be more

- ===5uitable for your seniors? Oris 20 Feb getting a [ittle too Jate in the month?

LETF

A TR T S R I R T el U

z_"-_-:";’%el. this end, we would also be keen to Include some GCSB managers, including our incorning Director lan Fletcher —
-:-"“%ahu is an deck from 7 February, following the Waitangi weekend. We expect that lan Fletcher wili be keen to attend

s debrief as well — and as such, we would be happy o host the debrief, if that worked for you and your seniors.

— et me know what dates would be most suitable for OFCANZ (from B Feb onwards at least), and | will see if | can
;%%chédure in the relevant people at this end, and arrange meeting rooms elc.

%@0&: forward to catching up further.
ithe

Mumber

P ———— e —— e e P e B ]

ing leam Leader
& Secuirity Support Team (ICT)
hone: +64 4 472 6881
GCSB Radactions
STN: 359-5154
SRl GCSE Redactions

' }rom: oiZe 4 olice Arialyst

[Fr i

Classification; -'i+f #1105,

Qd\(b



GCSH Redatlians - 7

Many thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
reporting you were able to provide often helped to confirm or refute other sources, and asswted in prov;dlng
.51tuat|onal aWareness and context 1o (approprlately cleared] operatlon planngrs. ) )

Wigan J propose we Set asxde an, hour oF 50 fora mbr‘g 'forma1' debnef at SOme pomt 1n the next fortnlght? Dngt nge
e MMcMorran is away fora COUple of weeks however D) Grant Wormafd will hopefuliy be able to attend '

A R

— e s e ] s e

= ra'mpd by MaIIMarshaI Marﬁha s comprehersve email ceritenl secunly solthon  Doviniosd 3 free evaluaticr: of
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Cri
104

OFCANZ IRACRUENE

Sent: . . Monday, 30 January 2012 4:25 p.m. ' Ut-k

R elgel kAP olice Analyst KRN : (’(,.l“‘ BT CE

G oAl ol - Pol;ceAnalyst CSB Redactions| s ;;.{':_ LM S :
Subject T, Op DEBUT “debrief - . L 5" R B P

. -§)_(plres. ' Friday, 30 arch 2012 12:00am.

fassification: SECRET/COMINT/REL TO NZL, FVEY

fFalice Analysl

;::Many thanks for your email, and apologies for not contacting you sooner — I've just got back from Jeavein
'the UK. We are pleased that the team’s reporting was of value, and contributed in some way 1o the
’?@uccessful outcome of the operation.

We are very keen for our new Director, Deputy Director for Intelligence, and possibly 1CG, to be present
‘A}mg a debrief. If you have some dates in mind, for mid-February, I'd be happy to try and set something
.= 0p here in Pipitea House if that would be possible?

Mumber

A v T

{lanager | Global Issues Productin
2 L3 [ ISTN 359-5239 | Undlass GCSB Redactions

'..;. r"fm GCSB Redactions

sEBent: Monday, 30 January 2012 4:09 p.m.
Eecs dPolice Analyst

B we GCSB Redactions
RE: [SECRET COMINT] Op DEBU]

o T 2 R W e e

'j;ibject:
' assification: SECRET COMINT

‘Good to hear back from you. and congratulations on such a successful operation on the 20™

e T————— L SRR

T
-l

“\We've been closely following all the subseguent media reporting. and will be very interested to see how Dofcom’s
. _--'exlradition hearing progresses.

Thanks very imuch for your fegdback below Ve all thoroughly snjoyad heing invelved in s case and w2l g happy ©
provide what assistance we could

iz keon 10 heddd a debnef A sama 1ong in o g 1 5 gt Biie 1ha ﬂn-n,w- ot b aris
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TS
At this en!!’. \?i«é"“%ad also be keen to include some GCSB managers, including our incoming Director lan Fletcher —
who is on deck from 7 February. following the Wailangl weekend, We expect that lan Fletcher will be keen to atlend
this debrief as well - and as such. we would be happy to host ihe debrief, if that worked for you and your seniors.

Let me know what dates would be most suitable for OF CANZ (from 3 Feb onwards 2l least). and I will seg if | can
. Schedule in the relevant people a this end, and arrafge meetingroomsete. © - . 0. 0 0 T T
il e e B TS D Y 8 T e Ty - e T . . .
- Look foiward 1o catehing tipy fushier '~ ~ T T e R TR P PR

. 4 Lo A et -

1

|

“Cheers - co

§GCSB Redactions

gd A00

\cting Team Leader
ST & Security Support Team (ICT)

~ ;% 0?26831
th .
?I 3 . -

¥id

1188

ikrom: OFCANZ Eﬂfi.-'-
3 Mondav, St Jd

Bolica Analyst

@anv thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
w@reporting you were able to provide often helped to confirm or refute other sources, and assisted in providing
# ':ituational awareness and context to (appropriately cleared) operation planners.

B

¥3n | propase we set aside an hour or 5o for a more ‘formal debrief at some polnt in the next fortnight? D/Sgt Nigel
. Morran s away for a couple of weeks however D Grant Wormald will hopefully be able to attend.

QUD/IA0D N NOILYY

‘Z}ﬁ"opics for discussion might include a summary of the operation and outcomes from our perspective (and yours),
-«yvhat worked well, what didnt, what we could do differently/better next time etc.

=

" “We'd be more than happy to host you all up here at a convenient time.

'y

-I.I_‘

1
Cheers again,

==
Police Analys
Job Title

C
d Police Analysl phone numbe
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e e\ \ra - olice Analyst

From: . oo olice Analys

Sent: earig T |
. To:- R G C SB Redactions L
R T IR o o\ P2 otice Analvst  JRIGIENIN BT
. “Subject: - | . REL[SECRET] Op DEBUT: ; debtief

“ ."?:‘.i-’:‘,la-_.ss_‘lfication: SECRET

SED
e
fgﬁafwa it would not be typical for our Director to attend this type of meeting so more likely to be tactical/operational

Zalevel personnel who worked directly on the op. We can but ask...!

. gards

e

S,
—t

. Police Analyst

B his email was classified by OFCANZ OTCRRUEWE ) Tyuesday, 31 January 2012 4:59:28 p.m..

%mm; GCSB Redactions

FmSent: Monday, 30 January 2012 4:28 p.m.
28501 OFCANZ Police Analys

Bty ofwl el W\ PAPOlice Analyst
sESybject: Op DEBUT - debrie
@:35‘} i} P

AT
T

2daclions i

lassification: SECRET/COMINT//REL TO NZL, FVEY

[ Falice Analys!

3%\ any thanks for your email, and apologies for not contacting you sooner — I've just got back from leave in
he UK. We are pleased that the team'’s reporting was of value, and contributed in some way to the
~rsuccessful outcome of the operation.

h:

We are very keen for our new Director, Deputy Director for Intelligence, and possibly ICG, to be present
" *during a debrief. If you have some dates in mind, for mid-February, I'd be happy to try and set something
_up here in Pipitea House if that would be possible?

" Regards,

5.1.3 | ISTN 359-5239 | Unclass DEIGSIE] Redactions|
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From edactions

Sent: Monday, 30 January 2012 4:08 p.m.
R olice Analyst v e :

ENNCCSE Redactions |~ poice nalys] o0 Feozcin-FEg

I e s

- .ot o gt et . hel

! Elassification: SEGRET COMINT

+Good to hear back from you. and congratulations on such & successful operation on the 20"

Ae've been ciosely following all lhe subsequent media reporting, and will be very interested lo see how Dotcom’s
~@xtradition hearing progresses.

hanks very much for your feedback below. We all thoroughly enjoyed belng involved in this case and were happy to
rovide what assistance we could.

'f;;We would also be quite keen to hold a debrief at some time In the not-too-distant future. The analysls would be able

zmo walk you through some of the IGINT tools used. and analysis conducted by GCSB during TASK FORCE DEBUT.
< Biafortunately thougnd ARl both be on leave until 7 & 8 February and.
£ - Jutto head away on igave until he 207, IF we aimed for & date from 20 February onwards. would thal be more
Kisuitable for your seniors? Or is 20 Feb gelting a fittle too late in the month?

Hegyy .

::ﬁt thls end, we would also be keen to include some GCSB managers. including our incoming Director lan Flelcher -
~=-who is on deck from 7 February, following the Waitangi weekend. We expect that lan Fletcher will be keen to attend
g;};{ﬁpis debrief as well - and as such, we would be happy to host the debrief, if thal worked for you and your seniors.

%‘ﬁé&t me know what dates would be most suitabie for OFCANZ {from 8 Feb onwards at least), and | will see if | can
@.M%f_chedme in the relevant people at this end, and arrange meeting rooms efc.

=={iook forward to catching up further,

g

J 0]

00

a0 M

ching | eam Leader
~X & Security Support Team (ICT)
: ne: +64 4 472 6881

1t
!

i1

WHON

~ ~Erom; OFCANZ [ e IR WES
Sent:-Monday, 30 January 2012 238 p.m.
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Classification:
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009863
any thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
eporting you were able to pravide often helped to confirm or refute other sources, and assisted in providing
situational awareness and context to (appropriately cleared) operation planners.
~ Can/| propose we set asi,_de an hour or sQ fQ.IT_a more 'fpr_nial' 'deb[[ef at somé"po,int, in the next _fortr'_l_i_ght?_ D/Sgt Nigél -
£ “MMorran Is away for a-couplé of iveekshdwever 0 Grarit Wormald wil hopefully be,able foattend. © .-

P .
|

R B Ty R T L B L TR
: '.'_r_‘l_‘opics for. discussion might include a 'sumrary of the operation and outcomes from our perspective (and yours),” .
“Ziyhat worked well, what didnt, what we could"do differéntly/better next time etc. :

e'd be more than happy to host you all up here at a tonvenient time.

?

HESEREE 1 vl TR 3
< his email was classified by OFCANZ ERIYMEE on Monday, 30 Janvary 2012 2:38:13 p.m..
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oFcANZ EIEERRUENE:

<

Erom: lIGCSB Redactions

Sent:

Wednesd Febr 012 29 2 m).
.OFC ANZ (RE AnaiystGCSB Redactions R

Ly OFCANZ e !

* " Re/[SECRET) Op DEBUT “debrel .

<o

Pt
th

L rorn Auckland.

._. gerational level
SBIE. (2t OFCANZ

w s for the content and scope of the debrief, | would also hope that we aim to presgl
ifhhaterlal, Our analysts will run you thyough our SIGINT tools and how we ysed theg

=sfrovided.

f_.,—".-‘i).ur Director and senior managementi will have an inleres! In seeing this level of materjzl, especially since our Directo
- "Wl probably ngver have seen SIGINT tools in action yet (he starts in the office after Waitangi). | had been expecting
aagBLr seniors to take more of a "back seat” position in the audience, leaving our analysts to lead the discussjons. Hope

@;},@m reassures you that | am not aiming this session at a senior level. but we would rather invite them to sit in and
<jobsérve.

21 200an 9017 4.5

nalyst
IPolice Analyst

GESB Redactions

Appreciate your prompt replies At present. snmatinie aftes ihs middhe of the monlyic goed ic o3, Stills bt of tid

up {sel nther cateiy upd wark te he dens
j‘.'.:-“--..‘l_u't-i-._ TR IFS BETRPR . Lt L P Y A L N I

NB, 1L weould not be typical for our Diractor to atlend this type vl meeting sa maore likely ty be taclicauperauicnal
level personnel who workad diractly on e np We can bui ask. !

) ) 40 \
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Palice Analyst
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W CSB Redactions

ent: Monday, 30 January 2012-4:28 p.m.
o: OFCANZ [ERIERE I
i€c: OFCANZ Police Analysl 3
_-::;_gubject: Op DEBUT - debrie

'_g,‘gi:i:;‘!assiﬁcaﬁon: SECRET/COMINT//REL TO NZL, FVEY

St
f = .

" 1any thanks for your email, and apologies for not contacting you sooner — I've just got-back from leave in
the UK, We are pleased that the team'’s reporting was of value, and contributed in some way to the
yccessful outcome of the operation.

e are very keen for our new Director, Deputy Director for Intelligerice, and possibly ICG, to be present
i‘?f@uring a debrief. If you have some dates in mind, for mid-February, I'd be happy to try and set something

%p here in Pipitea House if that would be possible?

-
egards,
[N h

GCSB Redacions

anager | Global issues Production {IC)

3 | ISTN 359-5239 | Unclas{E]ONIE Rl el [o]gl

ro GCSB Redactions
: 0 January 2012 4:09 p.m.

e Analyst

GCSB Redactions I e———

& Classification: SECRET COMINT

. Palice Analys]
-
oon

Good to hear back from you. and congratulabions oh such a successiul operation on tha 20"

] wet wall b iy serasied 1. e lays [l g

We've bean closely fulloemg &'l tie stlsequent pasgh s repirh

exiradiion NEHeng Foolisised

Ti-mnzs - o O .
pl Tl ik e, T N

Ve wolld alsa Be quie Keen i held 4 aeladed 4 sene e v ilia pot ow distnd furg he Aodyss Fuhl Le ile

1oy walk you through some of ihe DIENT f0is amaed @i anslyais cue hetea by GOSE Palag TAgh FoLE (RUY
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Unfortunately fhougn and QEEASEREEEEY 1l hoth be on leave until 7 & B February anm

about to head away on leave until the 20", 1f we aimed for a date from 20 February onwards. would that be more {3 1) § 5 8
suitabie for your-seniors? Or is 20 Feb getting a little too late in the month?

At this end, we would also he keen lo include some GCS8 managers, including our incoming Director {an Fleicher -
who is on deck from 7 February. follow! ing the Wa:tang: weekend. We expect that Jan Fletcher wit fi be keen la altend *
'ﬂ'llS debrlef s, well - and &s Suc;h we wo...d be nappy to host *he debnef if thal WQrked for you and your ssnlors

Lel me know what dates would be mott aUllab z fnt OFGANZ rfrom 8 Feb onwards at lpasl) ahd I MII S2E lf [ "an e
schedule in the relevanl people at thls end. and arrange mesting fooms elc.

.00k forward to catching up further.

%
!

o0t

SU1d 404

.- & T & Security Support Team (ICT)
2 6881

™
|
0

SV TR

Wi003 GNY NOILYINdl

i
i
r

o e G A S L T

e=
:j‘_Many thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The iﬁ i
ortirig you were able to provide often helped to confirm or refute other sources, and assisted in providing ~F
3 iathnal awareness and context to (appropriately cleared) operation planners. s=mrE
I = |
“an | propose we set aside an hour or so for a more ‘formal' debrief at some point in the next fortnight? D/Sgt Nigel —
__--_McMorran is away for g couple of weeks however DI Grant Wormald will hopefully be able to attend. =
‘.,rop_ics for discussion might include a summary of the aperation and outcomes from our perspective {and yours), E

. "what worked well, what didnt, what we could do differently/better next time etc.

i

We'd be more than happy to host you all up here at a convenient time:

ALt

Cheers again,

Puolice Namg, Eﬂi‘i’ <
.
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e Mumber

From:
Sent: Cepriany 9
Jo; oL -OFCANZ Analysitie p
B R IO T -QFCANZ' Analyst CSB Redactlons
S Sub;ect S ET.

‘hat sounds perfect, looks like we-have the makings of a good debrief session.

The morning of 18 Feb or apytime 17 Feb look like they will work for us.

will check pecple’s calendars and get back to you with an exact time. Perhaps a 1.5 hour block for brlefings and
iscussion?

=
-ﬁ,:;__;:j’;ﬁheers

BECSCSB Redactions
1 *— =

&

§

e

reabetective Inspector Grant Wormald will lead from the palicefinvestigative side. We will present a short round-up of
e operation from concept to termination/court proceedings. D/Sgt Nigel McMorran will hopefully also be able to
@g‘?ttend and he ¢an explain some of the dynamics and legal aspects of the cooperation with {mainly) the F8I,

= ﬁ’he presentation you propose sounds great and will be of much benefit to us as well.

m

Il
|

Nl B

7 ~ge this as a chance to highlight the success of this op in terms of us seeking your assistance in a faitly unique case
}d you guys going the extra mile to assist. Also the connectivity to you folks from the field using the sectera was a
yery simple, yet effective medium to provide regular updates.

I think DEBUT is a joint model that could replicated (and built upon) to great effect in future operations with a
= reglonal and or wider transnational compenent.

I

'_':'Besg dates currently leok 1o be 16 or 17 Feh.

n
L

iy
()

} am out of Lhe office for the next couple of days but will be in touch next week.

Cheers

Police Analys

1d )1




hté 5r£laihgas classified by OFCANZ [MEIRCIEREIEn Wednesday, 1 February 2012 3:16:20 p.m..

-Cc OFCANZ Police Analyst .___'-_ e R "
Sub_]ect' RE [SECRET] Op DEBUT debrlef ) ) o ¥ 3 -'-' B " o Es

Class:fwat:on. SE CRE T

--'.Fi WPotce Analys!
b |

_=<5(Sood to hear from you. and realise that you will no doubt have a lot of paperwork to caich up on following your retumn
’--‘from Auckland.

- We il awalt to hear back from you regarding proposed dates.

aAs for the content and scope of the debirief. | would also hope that we aim to presaq 55 Re dacmns level
naterial. Ouf analysts will run you thiough our SIGINT tools and how we used thg at OFCANZ

rowd ed

O

r@}:

-E'Hf,.gtﬂ."*

5

[

b

‘bur Director and senior management will have an interest in seemg this level of material. especially since our Director
“%yilt probably never have seen SIGINT tools in action yet {he starts in the office after Waitangi). | had been expecling
__ i seniors to take mare of a “back seat” position in the audience. ieaving our analysts to lead the discussions. Hope
«ithat reassures you that | am not aiming this session at a senior level, but we would rather Invite them to sit in and

&

T8 Security Support Team (ICT)
hone 164 4 472 6881
{ au GCSB Redactions

E‘l'ﬂ'l'ET'-'"Ill [ 7 2

GCSB Redactlons

.‘C,laS'si'ﬁcation: SECRET
GESE Redaclions

Appraciate your promipt replies, At present, som2iinie after tse mididle nf the rmath is eoed furus, Stlla ot af sy
up (Ao nther s ey o rn e done.
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I olice Analys - Tuesqa'g./;' 31 'Jal'fuér)} 201245928 p.m...

s=mllassification: SECRET//COMIN TH/REL TO NZL, FVEY
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= ‘sr . Fofice Analys
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%%/I.any thanks for your email, and apologies for not contacting you sooner—1I

_..he UK. We are pleased that the team’s reporting was of value, and contribu
. kcessful outcome of the operation.

ve just got back from leave in
ted in some way ‘to the

= @Ve are very keen for our new Direttor, Deputy Directar for Intelligence,

i and possibly ICG, to be present
:ﬁguriqg a debrief. If you have some dates in mind, for mid-February,

I'd be happy to try and set sbmething
p here in Pipitea House if that would be possible?

ger | Global Issues Production {IC .
RENNUEEEFE C CSB Redactions
o
e s UaTY 2012 4:09 p.m.

Police AnalysiGCSB Redactions

" Classification; SECRET COMINT

H i Police Analys]

" Good It hear back from you and congratuiaticns on such a sue essiyl operation on he 20™

We've been closely ioliowng ali thé subsequent medin repacking arelwill be vary mlerestad to es e oo Dnteara s
exlbiedition hearing grogresses
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go0971
4bout lo head away on leave uniil the 20", if we aimed for a date from 20 February onwards, would (hat be more
suitable for your seniors? Or is 20 Feb getting a liltle too late in the month?

Al this end, we would also be keen te include some GCSB managers, including our incoming Director |an Fletcher —
Wlflo is on deck frem 7 February, foliowing the Waitangi weekend. We expect that lan Fletcher will be keen to altend
... this debrief as well - and as such, we would be happy to hopst Lhe -debrief. if.that worked for you and your seniors |, .. " .

L

R

.‘_f_ff‘j&et"m}‘a'ignoiiijfwﬁ:at-g{a:iés' \:irodid_'b'e‘,’-rhoﬁt suila b‘lz'a"f'd'r,bf-‘ CANZ (from B FEb orwards at lé_é_sﬂ, and i wi] see, if | can'
.., Schedule in the relevant people at'this enc: and arrange meetngrooms ste.” - "0 e i

L ook forward'to catching up further,

.CSB Redactions

Acting Team Leader
CT & Security Support Team (ICT)
Phone: +64 4 472 6881

e GCSB Redachons)

Xt

'\l';:,ﬁfr‘[]nST. 3505154 '
ﬂ“n? SB- Redactions

ST e B,

— ;rom: oz ice Aﬂﬂ'?’St

ent: Monday, 30 mu_mn"ur'xr:m..

edElCthﬂS Palice Analys!|EE - -

V1) Jp DCGL

.

any thanks to you and your team for the assistance you have provided throughout Operation DEBUT, The
‘feporting you were able to provide often helped to confirm or refute other sources, and assisted in providing
" uational awareness and context to (appropriately cleared) operation planners,

e o

.
s
[t

_an | propose we set aside an hour or 6 for a more 'formal’ debrief at some point in the next fortnight? D/Sgt Nigel
iiMcMorran is away for a couple of weeks however DI Grant Wormald will hopefully be able to attend.

; Ei?'f'fppi_cs for discussion might include a summary of the operation and oitcomes from our perspective {and yours),
-+ what worked well, what didnt, what we could dp differently/better next time etc.

o T N N H T

" We'd be more than happy to host you all up here at a convenient time.

Cheers again,

Palice Analyst

Job Title
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00373

OFCANZBCIERUENVE _

From; GCSB Redactions
: ~ Vvednesday, 1 February 2012 4:05 p-m.

OFCANZ[EIIEE Analg‘/st o

‘l'-d like to rake a pitch for 10.00 — 11:30 on 16 February. This appears to be convenient for GCSB senlors. We may
not need the full 1.5 hours, but can block [t out all the same in case discussions run overtime

%ﬁatch you fater

Al
it

gﬁ GCSB Redactons,

L

»

"‘ 2ACUNY Tealn Leader
waie T & Securlty Support Team (ICT)
Rhone: +64 4 472 6851

:Classification: SECRET

ood stuff.

=y l_jetective Inspectar Grant Warmald will lead from the police/investigative side., We will present a short round-up of

-, the ogeration from cancept to termination/court proceedings. D/Sgt Nigel MeMorran will hopefully also be able to
. attend and he tan explain some of the dynamics and legal aspects of the cooperation with {mainly) the FB8I.

The presentation you plepose saunds great and will be of much bonefit to us as wall.
! yaiy

Isee ihis a5 a chance (o highlight the succass of this ap ia larms of us seeking your assistan.z in a falily unique rpse
antl yoa goye going the #ura mbe 10 aveh! Al the corapetily Lo vou fotks Freen e field g i seaneroeas g

ver, sunpile, yer effestive areiue v prosice ceguba upd 2oy
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I am out of the office for the next couple af days but will be in touch next week.

[
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Cheers
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ent: Weanesday, 1 rebruz 012 8:/9 a.m.
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1zSubject: RE: [SECRET] Op DEBUT - debrief

2

01

L3

1
a

THE

%glasﬁﬁcaﬁon: SECRET

ey

HE

3

iiod to heaf from you, and realise that you will no doubt have a lot of paperwork to catch up on following your return
:.:gom Auckland.

N
[

-
=3 - =
EWe'll await to hear back from you regarding proposed dates. =
S (=
2As for the cantent and scope of the debrief, t would also hape Ihat we aim to prasent lacticalionerational level =—
aterial. Our analysts will run you through our SIGINT tools and how we used tha g8 that OFCANZ :
rovided. ?:3

I

-
il
14

ur Director and senlor managemerit will have an interestin seeing this [evel of material, espécially sihce ouf Director
Il probably never have seen SIGINT tools in action yet (he starls in the qffice after Waitangi). | had been expecting
23ur seniors to take more of a "back seat” position in the audience, leaving our analysts to lead the discussions. Hope

l.': ing Team Lee_tl:lr
€T & Security Support Team (ICT)
“Phone: +64 4 472 6881
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Sent: Tussda anuary L2 255 p.m, ==
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Subject: RE; [SECRET) Op DEBUT - debrief

Classification: SECRET



ECB Redactions

UOI"-’}

Appréciate your prompt replies. At present, sometime after the middle of the month is good for us. Still a lot of tidy
up (and other catch up) work to be dane.

. “l ‘wil contact yotrtowa rds the end of the week wu;h some tentatn)e dates and hopeful[y we can go from thare

.1' N o .' “t

NE ft would not bE typlca[ Fofour Dlrector to attend this type of meenng so more nkely to be tactical/operatucmal
tevel personnel who worked directly on the op. We ran but ask..,

% Pollce Analys
il

e Sub_]ect Op DEBUT - debrie

":?.«-1

*Catr’assmcatfon SECRET/COMINT/REL TO NZL, FVEY
E%

Many thanks for your email, and apologies for not contacting you sooner — i've just got back from leave in
he UK. We are pleased that the team’s reporting was of value, and contributed in some way to the
“Successful outcome of the operation.

t‘;y\le are very keen for our new Director, Deputy Director for Intelligence, and possibly ICG, to be present
B’fﬁurmg a debrief. if you have some dates in mind, for mid- February, I'd be happy to try and set something
’ *up here in Pipitea House if that would be possible?

-

< Regards,
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To: Pollce Analyst
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