507495 SEGRET COMINT
Reference: FOOKKAK2
.- ORGANISED AND FINANGIAL CRIME AGENCY NEWZEALAND © + * %

: ;.' 16 December 2011,
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Attention: GCSB Redactions|

_TF DEBUT: Request for GCSB support with regards to NZ Police enforcement of
internafional warrants against Mega Media Group

1. OFCANZ requests GCSB's assistance pursuant to section 8(1){e) of the GCSB Act
2003, which permits GCSB to assist OFCANZ with the provision of foreign intelligence aon the
understanding that this request contributes to 2 function of OFCANZ and supports of the
prevention or detection of sefious crime.

e \F’m‘_

=]

2. OFCANZ holds an interest in a group of persons known as the Mega Media Group, =
due to them being the subjects of international arrest warrants issued by the United States —
Federal Bureau of Investigation (FBI) in regards 1o Jarge-scale copyright infringement and —
money laundering offences. FB! has requested NZ Police assistance in executing the amrest ;E_--—_'
warrants against Mega Media's officers and seizing assels understood to be the proceeds of =)
the organised cririnal activity.

pa= |
3. OFCANZ requests GCSB's assistance in gathering intelligence on Mega Media = ,
Group's executives' intentions to travel to New Zealand in mid to late January 2012. If New =]
7ealand Police undertake operations to execute the arrest and seizure warrants, intelligence =
on the group' plans may assist NZ Police in conducting the operations in @ safer and more '-":‘E
efficient manner. =

=
4 OFCANZ therefore requests that GCSB conduct SIGINT analysis against persons

associated with Mega Media Group — in particuar its executive officers: Kim Schmitz (also
known as Kim Dotcom and Kim Tim Jim Vestor), Finn Batato, Julius Bencko, Sven
Echternach, Mathias Ortrnann, Andrus Nomm, and Bram van der Kolk, in order to better
- inform OFCANZ and NZ Police operational planners as to the group's intentions.

4 The precedence of this request s PRIORITY.

5. Thank you for your assistance. |f g Id like to discuss this furiher, please
contact Detective Sergeant Nigel McMorran
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for Grant Wormald
Detective Inspector
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B zent v p.m.

~ ‘Hb_]EEt Fw: [CONFIDENTIAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec 2011

B Jassification: SECRET//COMINT/REL TO NZL, AUS, CAN, GBR, USA

Ifesn Leader Transnational Issues (ICT)

359 5147

Jass“led {ISTN) :

To PollcéTAnaIysL
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Police/Analyst
ibject: RE: [CONFIDENTIAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec 2011

‘lassification: CONFIDENTIAL COMINT

igel please chéc]_tf('ge‘attached_"_.‘_.':_:.-j_-'.;_" e

CSB Redaclions

‘eam Leader Pransnational Issues {ICT)

‘igssified [ISTH): 359 5147

Inclassified (External DDI): GCSB Redactions

BGCSB Redactions %3
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SWX application DEBU

is email was classified by §) on Wednesday, 14 December 2011 2:01:13-p.m..
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E5canned by MailMarshal - Marshal's camprehensive email content security solution. Download a free evaluation of

BsliMarshal at www.marshal.com
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. OFCANZ Police Analyst
From:

, Sent: L

. %uhject - - . L

tl.‘ai:hrnants

=z Leader Transnevional Issuves (ICT)
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lassified {ISTN): 359 5147
riclassified (External DDI}

3 December 2011 2: 53
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'Ll?l'ms email was classified by OFCAN n Monday, 19 December 2011 2:52:40 p.m..
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\ttachments ’

_éfassiffcafion: TOP SECRET//COM!NT//REL TO NZL, FVEY
|

sarry,

please pass the attached report to Grant of Nigel in his absence.
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wlease see lhe attached Task Force DEBUT repart, for exclusive release to Grant Wormald at OFCANZ.
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From: GCSB Redachions

Sent: Tuesday, 20 December 2011 12:12 p.m.
1 CCSB Redactions

B ttached is the TF DEBUT reportﬂ&%-ll-

ﬂl 880-11 Ortmann report.pdf>>
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JJd¢o1l

1890-11 20 December 2011

[. DOTCOM instructs ORTMANN to provide phone nurnber of an associate.

2. ORTMANN provides details of own location (NZ 17 Dec). Named individual provides
details of own location and travel plans.

3. ORTMANN advised him he would see him in January. He was also leaving Hong
Kong.

Notes redacted due to information which would divulge tradecraft.

Synopsis of intercepted communications by GCSB.
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""_‘_'.._: see paragraph three is almost the info we are after, would be nice to know where/when that meeting is. But
ma@onfirms they are at [east to meet as no doubt will the others.

am on leave Friday for 5 days back the 25th. [ have no access to this site until at least the 4th but can and will
4E0me down to meet face to face if required.

id

r your info and records | am now Charlie and Delta cleared and briefed as of yesterday r:g
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Bl on Wednesday, 21 December 2011 3:36:31 p.m..
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uﬂ;ect FW-1890—11 TF DEBUT report

Class:ﬁcat.'on. TOP SECRET//COMINT//REL TO NZL FVE Y

eatsg $e&'thé -atté:cf{ec_fr_'l',aslg‘ _Fc;rb'e DEBUT report;

f‘or exclusxve re!eaSe to Grant Wormald at OFCANZ

ransnational Targets Coordinator

one; +64 4 472 6881

o

STN: 359-5154

I SCSB Redactions

U December 2011 12:12 p.m.

1 TF DEBUT report

Bttached is the TF DEBUT report 180011,

, T <§i1890-11 Ortmann report.pdf>>
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OFCANZ Palice Analyst -

GCSB Redacti

From:

be back in action from around 9 Jan, with a couple of

§e are closing up shop in the next day or two. The team will
23s sticking our noses in early Jan just to check nothing sensational is going on.

ollected intercept will be analysed and reported (if of intelligence value) from then.

R-lassified ('ISTN): 359 5147
nclassified' {External DDI): .
B MG CSE Redactions’
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e
L see paragraph three is almost the info we are after, would be nice to know where/when that meeting is. But

onfirms they are at least to meet as no doubt will the others.

:'.L}i am on leave Friday for 5 days back the 29th. | have no access to this site untit at least the 4th but can and will

i

moAtome down to meet face to face if required.

or your info and records | am now Charlie and Delta cleared and briefed as of yesterday.
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her 2011 2:56 p.m.

|1890-11.TF DEBUT report

PO I

assifiéation: TOP SEGRET/COMINT/REL TO NZL, FVEY-
rase pass the attached report to Grant or Nigel in his absence.

gards

~B Redactions

zm Leader Transnational Issues (ICT)

zasified (ISTN): 359 5147
classified (External DDI): GCSB Redactions
Sl (CCSB Redactions
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lassification: TOP SECRET//COMINT/REL TO NZL, FVEY

ease see the attached Task Force DEBUT report, for exclusive release to Grant Wormald at OFCANZ,
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:CANZ Police Analyst

OF CANZ

m.

t: Friday, 28 September 2012 1:34 p.m.
¥ R _;:mcgé Regar:licures. '. p
; Tl -‘-=-'-.'_;.:GC:$B’ ShaE S
bject: . -¢ .+ [CONRIDENTIAL COMNT] Briefiags for CROWN [AW.représentafives. . """ ., -

sssification: CONFIDENTIAL COMINT

o
ave been tasked to coordinate a COMINT briefing for two Crown Law representatives thatare required to review
e Operation Debut file. The meeting (Crown Law and AC Burgess/DSupt Van Beynen) had been scheduled as

gent, and is to start at 1445 today (Friday 28 Sep).

\e two Crown Law personnel are:

e to the short notice of the tasking, and the urgency for the access, would it be possible for me to conducta
OMINT briefing on your behalf prior tothe discussion, and have Crown Law arrange for any subsequent briefings

hat you may deem necessary later. Conversely, would it be better to have them visit you for that brief prior to

oming here?

“hank you for your consideration.

Police National Headquarters
Jellington

2ol
£

This email was classified by OFCANZ{ iceiAnalyst

B Friday, 28 September 2012 1:33:58 p.m..
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Be: - OFCANZ R =5
jegts o el : CONFIDENTIAL COMINT RETask Force
PR S C SB Redactions[RERNE ], 1 o
Attachments: ask Force DEBUT, First briefing. pdf

= Siassification: CONFIDENTIAL COMINT

= om Det Insp Grant WORMALD.

) [EEEEE AR GCSB Redactions

iwraft (incomplete) Search Warrant to follow,

W olice National Héadquarte;:s-
" Mlington

o
wiizielalelslz

- ask Force DEBUT, First briefing.pdf

is email was classified by OFCANZWM Wednesday, 14 December 2011 1:50:14 p.m..
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OCANZ Police Analyst Iy . .‘ - N . ) , R UFTIDET

From: OFC ANZ Police Analyst ‘

Sent: Tuesd: 562012 3:17 p.m,

.Tao: |
e ‘ eIZsr w4 olice Analyst i
QWINT] Op DESUT 8 ————.
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: Classification;: SIS L,

GLCEB Redactions
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anks once again to You and your team for Your angoing assistance with Op DEBUT.

A
[l

0

pch

nutes ago - that termination remains set for Friday 20 Jan, timing TBC (but likely to

| d

L
I"|..r|

Ve have sourced amnd can be contacted on Unclas) ;P olice Telephonc carry this -

h _ few days so please don't hesitate to cal| should have or reguire updates, Otherwise, we
ill adhere to the 1500 daily sched.
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'_:"_}uld,yﬁoq be in a position to release further reporting, please EFolice/Analyst
OR3cussed that our IC/POLnet connectivity could well be
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==Dlezse acknowledge.
o

gt~

;‘,.\-:.L,:_:rfi . ) 1 t .
aﬁﬁghrs email was classified by 0FCANZ:on Tuesday, 17 January 2012 3:59:52 p.m..
oy

I"“s?éent: Tuesday, 1/ landany 2012°3:17

p.m.

'hanks once again to you and your team for your ongoing assistance with Op DEBUT.

#hcan confirm- as of about 10 minutes ago - that termination remains set for Friday 20 fan, timing TBC (but likely to
e early morning)

Ve have sourced § i nd can be contacted on W orm I will carry this
I[ehone throughout the next few days so please don't nesitate to call should

ave or require updates. Otherwise, we
ivill adhere to the 1500 daily sched.

&' "vid you be in a position to release further reporting, please copy [i{§) alyst W=l nd myself in. Note, as
Elis.. _.ssed that our IC/POLnet connectivity could well be affected by some patchwork currently being undertakén.
Eheers,

1
Analyst
name

B 28 I'- l oo | I s

t
1is emnail was classified by OFCANZ on Tuésday, 17 January 2012 3:17:27 p.m..
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T& Security Support Team ()]

ione: 464 4 472 6481
(tn]

ubject: FW: [SECRET GOMINT] Op DEBUT

1edse acknowledge. .

his email was classified by OFCANZon Tuesday, 17 January 2012 3:59.52 p.m..
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.an corifi r_m-_,é,_s of about 10 minutes ag0 - tha

oe early morning)

t termination rerné'ms set for Friday 20 lan, tirhi_h:g’TBC (but fikély to

We have sourced a jand can be contacted on or | will carry this
hone t‘nroughcut the next: ey days 50 please don‘t hesitat_e to.call should ha_vé,._pr';e_qu‘l_re updatess cherwuse we )

00 dally sched ;

t|on to release furthEr reportmg pléase cth,r = 1 ﬁd myselfin; Note, i
ently being undertaken. ’

OLnet : connectivity could well be affected by same patchWork curr

: hould you be ih a p05|
aiscussed that our IC/P

on Tuesday, 17 January 2012 3:17:27 p.m..
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a GCSB Redac ions

Many thanks to you and Your team for the assistance you
eporting you were able to Provide often helped to confirm or refute other sources, and assisted in providing
ontext to (appropriately Cleared) operation planners.

have provided throughout Operation DEBUT. The

T Y T e T AR

ituetional awareness and ¢

i %-‘-.an I propose we set asid
. avicMorran
“tfopics for discussion mig

~“what worked wall, w
[

€ an hour or so for a more 'formal’ debrief at 50me point in the next fortnight? D/5gt Nigel
is away for a couple of weeks however D

I Grant Wormaid will hopefully be able ta attend.

I W R e

htinclude a Summary of the operation and otrtco

mes from our perspective (and yours),
hat didnt, what we coyld do differently/better next ti

me ete, .

Yve'd be more than happy to host you all up here at z convenient time.

S8 ey LY T T ding

his email was classified by OFCANZWM Monday, 30 January 2012 2:38:13 p.m.,

WHON NI 690MIN0 Une muiiyaldl

em—y W T

T T Y P I TR

VBT

d

]

—_— ~—
'
o



‘rom:
rent:
‘o1 ]
iubj_egt:‘v__~ e

.- . .. ‘DUr4rOffice AucReply: (SECRET COMINTI B DEBUT. | =\ . .

LASSIFICATIGN UNCLASSIFIED * © "~ 72 " T e i

1

lello.

sm currently out of the offjce og

therwise please contact GCSB Red aCtidné .

eoards -
EB Redactions

it [ will respond to you when | return on 7 February,
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P A = et hn o dm A S w .

ood to hear back from you, and congratulations on such a successful operation on the 20“';!

'F e've been closely following all the subsequent media reporting, and will be very interested to sea how Dotcom's
Extradition hearing progresses. i

ovide what assistance we could. To

foe)

Ve would also be quite keen to hold a debrief at some time in the not-too-distant fulure. The analysts would be ablc#Ess
i walk you _thro_ugh some. of thefSllNT_toots used, ard analysis conducted by GCSB during TASK F Ut
[ BRI GC SB RedactionsMMIGCSE Redagtions) ill both be on leave until 7 & 8 Febtuary anc s o

Inks very much far your feedback below. We all thoroughly enjoyed being involved in this case and were happy fo

f@bout tb héad away orrleave untll the 20", If we aimed 107 a daite from 20 Febiuary onwards, would that be more
ble for your seniors? Or is 20 Feb getting a litile too Jate in the month? ' :

'!_s «nd, we would also be keen tolipciude some GCSH managers, including our incoming Director-lan Fletcher =
is ot)_‘degk from 7 February, following the Waitangi weekend. We expect that lan Fletcher will be keen to attend®
s debriéf as well - and as such, we would be happy to host the debrief, if that worked for you and your seniors. [

: et h‘_leknpw what dates would be most suitable for OFCANZ (from 8 Feb onwards at least), and | will see if | can
hedule in the relevant people at this end, and arrange meeting reoms stc.

cting Team Leader
‘&Security. Support Team (ICT)
Phone: 4644 472 6881
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A tha nks to you and your team for the assistance you have provnded throughout Operation DEBUT The
,orting you were &ble to' provide often helped to confirm or refute other sources, and assisted in promdmg

[tuational awareness and contéxt to (appropriately cleared) operation planners.

;-
Can | propose we'set aside an hour or so for a more ‘formal' debrief at some point in the next fortnight? D/Sgt N|gel
cMorran is away for a couple of weeks however DI Grant Wormald will hopefully be able to attend.

ER: opics for discussion might include a summary of the operation and outcomes from gur pers
N ective {and
W hat worked well, what didnt, what we could do differently/better next time etc. PEe fandyours),

¥:/c'd be more than happy to host you ali up here at a convenient time.

canned by MaiiMarshal - Marshal's comprehensive email content security solution, D i
ailMarshalaf www.marshal com fty solution, Download a free evaluation of

nat .
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=+ op pER(®

‘Friday, 30 March 2012 12:00 ', °

= I've just got back from leave in
, and contributed In some way to the

Ve are very keen for our new Director, De
—\ Jring a debrief. If you have some dates in
wap here in Pipitea House if that would be p

puty Director for intelligence, and
mind, for mid-February,
ossible?

possibly ICG, to be present
I'd be happy to try and set something

ganager 1 -Global Issues Production (i —
L3 | ISTN 3598239 [ Unclass DD): (SO IAERERTNE

"jGCSB Redactions |

Subject T, COMINT] Op DEBUT

.ijlassiﬁca tion: SECRET COMINT

[ =—1 .
=
Janaly st name |
= |
3vod to hear back from you, and congralulations on such a successful operation on the 20! =
=
Ve've been closely following ali the subsequent media reporting, and will be very interested to see how Dotcom's =
xtradition hearing progresses. 5 '
hanks very much for your feedback below. We all thoroughly enjoyed being involved in this case and were happy to = .'
"ovide what assistance we could. =
==
fe would also be quite keen to hold a debrief at some time in the not-tao-distant future. The analysts would be able G0 .
walk you through some of the SIGINT taq TrmaReLEnalysis conducted by GCSB during TASK FORCE DEBUT. P
vortunatety nous RS - L

: . will both be on leave until 7.8 8 February a%”'
1ot 1o head away ol Ieave ntil the 20" ifwe aimad for a date from 20 February onvrards, would th 38 merg:
itabie for yeurseniors? Oris 20 Feh-getting a tfle d late-in tha 'm;:.-;tn?" L LI et e
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60751
¢ this end, we would also be keen to include some GCSB managers, including our Incoming Director lan Flefcher —

who is on deck from 7 February, following the Waitangi weekend. We expect that lan Fletcher will be keen fo attend
this debrief as well — and as such, we would be happy to host the debrief, if that worked for you and your seniors.

Let me know what dates would be most suitable for OFCANZ (from B Feb onwards at least). and | will see if | can.

,m%ched,ule in the relevant people_at this end, angd arrange meeting reoms etc. .

B -_;..._

ok forward lo Catching up further: *, T Lo e R o p = © O e

hong; +64.4 472 6881
xtn
BTN: 359-5154

MRS CSB Redactions

rme

Ta Tk

; any thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
porting you were able to provide often helped to confirm or refute other sources, and assisted in providing
tuational awareness and context to (appropriately cleared) operation planners.

Sand propose we set aside an hour or so for a more ‘forma' debrief at some point in the next fortnight? D/Sgt Nigel
ichiarran is away for a couple of weeks however Di Grant Wormald will hopefully be able to attend.

opics for discussion might include a summary of the operation and outcomes from aur perspective (and yours),
hat worked well, what didnt, what we could do differently/better next time etc.

'd be more than happy to hostyou all up here ata convenient time.
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JFCANZ:

“rom:
3ent: .
oL’
:c:l 270 o
subject: .. . .
i .

slassification: SECRET

i SB Redactions

\ppreciate your prompt replies. At present, sometime after the middle of the month is good for us. Still a lot of tid
ip {and other catch up) work to be done.

will contact you towards the end of the week with some tentative dates and hopefully we can go from there,

1B, It would not be typical for our Director to attend this type of meeting so more likely to be tactical/operational
wvel personnel who worked directly on the op. We can but ask...!

egards-’

U NOILV]IglSSY 13 404 )001

his email was classified by OFCANZ 2

m;‘;_ *_-m‘ o ECRREEGE . . e enen o mwmeane s e e o e ee e e o
ent; Mon!a 30 January 2012 4:28 p m.
CHelEw Ny, "nalyst name
ubject: OpDEBUT dehne
‘lassification;: SECRET/COMINT/REL TO NZL, FVEY
[Analyst .
R
lany thanks for your email, and apologies for not contacting you sooner — I've just got back from leave in

1e UK. We are pleased that the team’s reporting was of value, and contributed in some way to the
iccessful outcome of the operation.

'e are very keen for our new Director, Deputy Director for Intelligence, and possibly ICG, to be present
aring a debrief. If you have some dates in mind, for mid-February, I'd be happy to try and set something
2 here in Pipitea House if that would be possible?

sgards,

edachians

BRedactsons EEIE I D S

anager | Global! lssu
.3 | ISTN 356-5239 GCSB Redactmns
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lassification: SECRET

ArlalystEinames

s for the content and scope of the debrief, | would also hope that we aim to present tac operational level
inaterial. Our ahalysts will run you through our SIGINT tools and how we used the edact

s hat OFCANZ

r=—~ur Director and senior management will have an interest in seeing this level of material, especially since our Director
L. 2ill probably never have seen SIGINT tools in action yet (he starts in the office after Waitangi). | had been expecting
¥our seniors to take more of a “back seat* position in the audience, leaving our analysts to iead the discusslons. Hope
at reassures you that | am not aiming this session at a senior level, but we would rather invite them to sit in and

pbserve.

~sncting Team Leader
T & Security Support Team {ICT)
hone: +64 4 472 6881
e

for us. Still a lot of tid

3dAL TVINYON NI 040M3003 ONY NOILYI141SSH19 404 N00T

iup tand other catch up) work to be done.-

L will ;;i_m‘tar_.g you towards the-endl of the weelk with saMne tentdtive dates ant hepiiully we can go from thirs

NB, it would not be typical for our Director to attend this type of meeting so more likely to be tactical/operational
level personniel who worked directly on the op. We can but ask...!

1 \/5],\



03745

Regards

on Tuesday, 31 January 2012 4:59:28 p.m..
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_ any thanks for your email, and apologies for not contacting you sooner — I've just got back from leave in
& . UK. We are pleased that the team’s reporting was of value, and contributed in some way to the
matluccessful outcome of the operation.
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e are very keen for our new Director, Deputy Director for intelligence, and possibly ICG, to be present
@ uring a debrief. If you have some dates in mind, for mid-February, 'd be happy to try and set something
Bip here in Pipitea House if that would be possible?

egards,

anager | Global lssues Production LIC) =
1.3 | ISTN 359-5239 | Unclass DD/ Lob . heaaction

'%’[iﬁﬁé ..GCSE Redactions
¢ MINT] Op LDEBUL

Food to hear back from you, and congratulations on such a successful operation on the 20™
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We've been closely following all the subsequent media reporting, and will be very interested to see how Dotcom's

'1 xiradition hearing progresses.
T .

~ Thanks very miuch for yopr'fee__dbackbelnw. e &l Ehbrf:ughiy 2njoyed b’eigg' ivolved m This rdae and wars heppy o
‘provige what assistarice we could Ly O L R F

We would also be quite keen to hald a debrief at some time in the not-foo-distant future. The anatysls would be able
to walk you through some of the SIGINT tools used. and analysis conducted by GCSB during TASK FORCE DEBUT.
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.nfortunately though. SElE act:ons= GCSB Redactions both be on leave until 7 & 8 February and 07a o

about to head away on leave until the 20", |t we aimed for a date from 20 February onwards. would that be more
suitable for your seniors? Oris 20 Feb getting a liltle too fate in the month?

. F

Fihis debiiet as wel| - aiid assuch. we would be happy to hastthe debrief, if that worked for you aind your-serilors.
et me know what dates would ba most suitable for OFCANZ {from & Feb onwards at least). and (‘will see'if | cin
zmschedule in the relevant people at this end, and arrange meeting rooms etc,
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" arty thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
i ,"'T-\pqrti‘ng you were able to provide often helped to confirm or refute other sources, and assisted in providing

uztional awareness and context to {appropriately cleared) operation planners.

an | propose we set aside an hour or so for a more formal' debrief at some pointin the next fortnight? D/sgt Nigel
CMorran is away for a couple of weeks however DI Grant Wormald will hopefuily be able to attend.

opics for discussion might include a summary of the operation and outcomes from our perspective (and yours),
wvhat worked well, what didnt, what we couid do differently/better next time etc.

We'd be more than happy to host you ali up here at a convenient time.
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RE: [SECRET]

. {lassification: SECRET

B 00d stuff.

petective Inspector Grant Wormald will lead from the policefinvestigative side. We will present a short round-up of
ine pperation from concept to termination/court proceedings. D/Sgt Nigel McMorrah will hopefully also be able to
ttend and he can explain some of the dynamics and legal aspects of the cooperation with (mainly) the FBI.

he presentation you propose sounds great and will be of much benefit to us as well.

'nd you guys going the extra mile to assist. Also the connectivity to you folks

see this as a chance to highlight the success of this op in terms of us seeking your assistance in a fairl unique case
. . GLSH Redaclans
from the field using thwasa

i . . .
ery simple, yet effective medium to provide regular updates.

egional and or wider transnational component.

est dates currently lpok to be 16 ar 17 Feb.

is email was classified by OFCANZon Wednesday, 1 February 2012 3:16:20 p.m..
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ubject: RE: [SECRET] Op DEBUT - debiief

lassification: SECRET

e'll await to he_ar back from you regarding proposed dates.

:

- As for e Sontent and scope of ke debrizt. T viould slse fae that'wé gim Lo préses
" tnaterial. Our analysts wili frun you through our SIGINT tools ahd how we used He

provided.
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rrector and senior management will have an interest in seeing this level of material, especially since our Director
srobably never have seen SIGINT tools in action yet (he slarts in the office after Waitangi). | had been expecling
seniors to take more of a *back seat” position in the audience, leaving our afalysts to lead the discussions. Hope
.t reassures you that | am not aiming this session at a senior level, but we would rather invite them to sit in and
sbserve, '
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et ppreciate your prompt replies. At present, sometime after the middle of the month is good for us. Still a lot of tidy
p (and other catch up) wark to be done.

B, Jt would not be typical for our Director to attend this type of meeting so more likely to be tactical/operational
vel personnel who worked directly on the op. We can byt ask...!

g0 01009 00y DI

on Tuesday, 31 January 2012 4:59:28 p.m..

i Classification: SECHETHCORIN THREL T ML FVEY
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¢ thanks for your email, and apologies for not contacting you sooner — I've just got back from IeaVEde 00
- UK. We are pieased that the team’s reporting was of value, and contributed in some way to the
Accessful outcome of the operation.

e aré vty keen for our fiew Birectar; Deputy Director for Intelligénce, and poséibly ics, to b present, e
rHing a deb'r@e_f..‘If’you'hq\ie'spme- dates.ip mind; for mid-febroary, 1'd be happy.to try'and sét somathing

-

Up-here in Pipitea House if that would be possible?
| .
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= /e've been o osely following all the subsequent media reporting, and will be very interested to see how Dotcom's
-=gexiradition hearing progresses.

Ve would also be quite keen to hold a debrief at some time in the not-too-distant future. The analysts would he able
e of the NT taq SerAndanalysis conducted by GCSB during TASK FORCE DEBUT.

nfortunately though, 2 and Redacnms both be on leave unti 7 & 8 February anis

- out to head away on leave Unti the 20", If we aimed for a date from 20 February onwards, wauld that be more

i})iable for your seniors? Oris 20 Feb getling a little too {ate In the month?
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§a\t this end, we would also be keen to include some GCSB managers, including} our incoming Director lan Fletcher —
vho is on deck from 7 February, following the Waitangi weekend. We expect that lan Fletcher will be keen to attend
is debrief as well — and as such, we would be happy to host the debrief, if that worked for you and your seniors.

€t me know what dates would be most suitable for OFCANZ (from B Feb onwards at least), and | will see if | can
pchedule in the relevant people at this end, and arrange meeting rooms etc,

¥k 00k forward to catching up further,
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T & Security Support Team (ICT)

Phone; +64.4 472 6861
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ubject: RE: [SECRET COMINT] Op DEBUT  ~

assification; SECRET COMINT

any thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
porting you were able to provide often helped to confirm or refute other squrces, and assisted in providing
ituational awareness and context to (appropriately cleared) operation planners.

__'nlpropose we set aside an hour or so for a more 'formal' debrief at some point in the next fortnight? D/Sgt Nigel
&\icMorran is away for a couple of weeks however DI Grant Wormald will hopefully be able to attend.

arara

fopics for discussion might include a summary of the operation and outcomes from our perspective {(and yours),
evhiat worked well, what didnt, what we could do differently/better next time etc.

.

e'd be more than happy to host you all up here at a convenient time,

‘heers again,

Y his email was classified by OFCANZ RakaeuRddERE 1 Monday, 30 January 2012 2:38:13 p.m.. -

ggscanned by MailMarshal - Marshal's comprehensive email content security solution. Download 2 free evaluation of
sMailMarshal at www.marshal.com .
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Th at sounds perfect, looks like we have the makings of 2 good debrief sassion.

The morning of 16 Feb or anytime 17 Feb iook iike they will work for us.

;{%{".fwlii check people’s calendars and get back to you with an exact time. Perhaps a 1.5 hour block for hriefings and
discussion?
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= Detective Inspector Grant Wormald will lead from the police/investigative side. We will present a short round-up o
—4he operation from concept to terminatian/court proceedings. D/Sgt Nigel McMorran will hopefully also be able 1o
;s‘*;" :;;:;ttend and he can explain some of the dynamics and legal aspects of the conperation with {mainly) the FBI.

E.

g’he presentation you propose sounds great and will be of much benefit to us as well,

= ?see this as a chance to highlight the success of this opin terms of us seeking your assistance in a fairly unique case
nd you guys going the extra mile to assist. Also the connectivity to you folks from the field using thas 8
ery simple, yet effective medium to provide regular updates,
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This email was classified by OF CANZ: s

on Wednesday, 1 February 2012 3:16:20 p.m..
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Our Director and senior managemeént will have an Tnterest in seeing this level of material, eSpecla!ly since pur Direcidg
will probaply never have seen SIGINT tools In action yet (he starts in the office after Waitangi). | had been expectingf
ﬂf—raour seniors to take more of a "back seat’ posltlon in the audience. leawng our analysts to |Ead the d|scusswns Hopeg
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B, 1t would not be typizal for owr Director to aitend Lhis type of meeting so raore likely to ba taclical/operational
lavel nersonnel who werked directiy on the op. We tan Lut ask...| /
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name on Tuesday, 31 January 2012 4:59:28 p.m..
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B you sooner ~ I've just got back from leave |
g was of value, and contributed in some way to the

e gsy\le are very keen for our new Director, Deputy Director for Intelligence, and possibly ICG, to be present
%ﬁqring a debrief. If you have some dates in mind, for mid-February, I'd be happy to try and set something
*@?E.‘*‘yp here In Pipitea House if that would be possible?
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= We've heen closely following all the subsequent media reporting. and will e very interested o se2 how Dolesints

=% extradition hearing progrezsas

Tranks very mpch % fesd;
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Ve would also ba quile keen to hold a debrief at some time i the not-loo-distant futtire  The analysls would be able
tc walk you lhrough &g 12 SISINT togls Lse danalysls conducted by GCSB during TASK FORGE DEBUT
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agout to head away on leave until the 20™ 1 we aimed for a date from 20 February onwards. would that be more
Suitable for your seniors? Oris 20 Feb getting a litlle too Iate in the menth? -
Al this end. we would also be keen to Inclyde some GCSE managers, including eur incoming Director lan Flelchar--
who is on deck from 7 Febryaty, folicwing the Waitangi weekend e expent that lsn F{r:.fcher-'-.-vf!{ ba keen byl
this debrief as weil - apd a3 .Si{ch. we would be_happy_lo_i*gu'sél the debriaf if that workgd for'yourand yolr Seitils

Nk : -
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.- " Look forward to catching up further,

T & Security Support Team (ICT)
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; Rﬂany thanks to you and your team for the assistance
FE=<freporting you were able to provide often helped to ¢
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you have provided throughout Operation DEBUT. The

onfirm or refute other sources, and assisted in providing
cleared) operation planners.

formal' debrief at some point in the next fortnight? D/Sgt Nige |8
AL cMarran is away for a couple of weeks however Dy Grant

Wormald will hopefully be able to attend,
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ry of the operation and outcomes from our perspective (and yours),
d do differently/better next time etc,
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We'd be more than happy to host you all up here at a convenient time.







