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1, Gtant Kenncth Wormald, of Wellington, Police Officer, swear:

Introduction

1.

Origins

1874137_2

I have been a swomn member of the New Zealand Police for 27 years, Iam a
Detective Inspector curtently assigned as a task force leader with the
Oxganised and Financial Crime Agency of New Zealand {OFCANZ).

For the purpose of the initial open Coutt proceedings, a separate redacted
version of this affidavit will be filed and setved. This aﬁ ldaVlt addresses the

Court's direction that evidence be provided on the relau nslnp between and

GCSB isicluding: v
| any communications between the GCSB and the ), Jew Zealand Police;
2.2 any records of the inbvolvement of the GCS and information

provided thereto or received therefrom.

I was the police officer in charge of Operation Debut. Iha.e previously sworn
a mumber of affidavits in this proceeding. In particular, I have described the
planning of the operation that tetminated on 20 January 2012 in my affidavit of
11 July 2012,

of Operation and Eartly Inquiries

We bad been advised by the FBI that Mt Dotcom may hold his birthday patty
in New Zealand on or about 21 January 2012. If that occurted, and all of the
named suspects were here, we were asked whether we would we be able to

amest and extradite them.

Ttook overall command of advancing the investigation following a brefing on
21 September 2011.

Detective Sergeant McMotran was my second-in-charge. In the petiod leading
up to 21 September 2011, Detective Sergeant McMontan conducted vatious
backgtound inquiries. Those included establishing the whereabouts of Mz
Dotcom 2nd the other suspects, their citizenships and the nature of thei
connection with New Zealand. His inquiries included such things as residency,

property ownership, vehicle registration and travel records.
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wh When I was introduced to the investigation I teccived a thorough bricfing by
Detective Sergeant McMottan during which he explained to me that both Mt
Dotcom and Mr Van Der Kolk wete living in New Zealand. In the weeks that
followed I had cause to tefer to varions documents on the file and attend
several more briefings,

8. The background checks confirmed that Mr Dotcorn and M van der Kolk wete
living in New Zealand, and that Mt Dotcoi!, in particulat was looking to sta

hete permanently, I was awate that Mr D¢ com had bank accounts in New
Zealand, employed staff hete, had 2 numt'er of vehicles tegistered in New
Zealand, and that he intended to undertake L ‘novations to both 186 Mahoemy

Valley Road and 5H The Prom. Mt van de: Kolk had bank accounts in New
Zealand.

9. On 9 December 2011 1 forwarded an Infc mation Request to Immigtation
New Zealand requesting the Immigration files on the subjects of the
investigation, including Mr Dotcom and Mt Van Der Kolk.  The equest
sought records of the visa applications and immigration recotds and status for
the period 1 Januaty 2009 to the present for the various suspects, A true copy

of the request is annexed matked A,

10.  On the afternoon of the 16 December 2011 I zeceived from Immigtation New
Zealand an email with travel details of the named suspects to and from New
Zealand. A true copy of the email is annexed marked B,

11. Referring to these documents the top one is headed VESTOR/Kim aka
DOTCOM/Kim. His last two artivals jnto New Zealand on 15 December
2010 and 26 September 2011 identify Mr Dotcom as ‘Resident’ in the column
matked "Visa',

12, Mt van der Kolk's latest arrival on 17 Aptil 2011 identifies him as a “Visitor’ in
the "Visa' colump, .

13, The immigration file for Bram van der Kolk was teceived by Police on 23
December 2011, and the file for Kim Dotcom was reteived on 11 Januaty
2012, The files confirmed that Mr van der Kolk was granted a residence visa

2
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on 2 December 2012, and Mr Dotcom had been granted residence on 18
November 2010.

The apptoach to GCSB

14.

15.

16.

17.

As 1 explairted in my affidavit of 26 April 2012, in developing plans to execute
the vatious search and atrest watrants 1 was mindful of three importzi.ﬁt
pdorities from 2 policing perspective. ‘The fitst was the retention of evidence,
The second was to sah‘e‘]y execute the armest warrants. ‘The third was to ensure
that priorities one ar. | two were achieved with the safety of those to be
arrested, other Dccupwz’hts of the addresses, and all police staff, being at the
forefront at all times,

In order to meet those sbjectives it was necessary to gain a full appreciaton of
the issues and circum :ances which Police might be confronted with. Any-
intelligence tegarding ¢ mnfirmation of a party to be held in New Zealand on 21
Janvary and who ma, be travelling to New Zealand to attend would be

considered ugeful,

The type of information which would assist us at this time would have bcén
confirmation that Mr Dotcom's birthday would be celebrated in New Zealand
ot indeed somewhere else abroad. Siilarly, that the people that the United
States sought would be in New Zealand for the party, or in the other location

if it was detetmined where this other location was abtoad.

I made contact with the Government Communications Security Burean
(GCSB) to enquire whether they might be able to assist. Many of the tatgets
weze people from foreign countries and living abroad and I believed that
potentlally GCSB may be able to lawfully target them.

Meeting an 14 December 2011 - Fitst phase

18,

1874137 2

At 10.30 am on 14 December 2012 1 hosted a meeting at OFCANZ in
Wellington attended by representatives of the Crown Law Office, the Ministry
of Justice, Police Legal Section, OFCANZ, staff and a tepresentative from
GCBSB (GC8B1). A second representative from GCSB artived towards the end
of the meeting (GCSB2). The Ministty of Foreign Affaits and Trade were to

have attended but were unable to do so at that time,
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19,

20.

21,

22,

23.

24,

[874137_2
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This was the meeﬁng previously referred to during my cross examination in the

High Court in Auckland on Thursday 9 August 2011 (pg 244, line 25 Notes of
Evidence),

I would describe this meeting as having two distinct phases,

The principal teason for having the meeting was to convey information about
the opestion to several more representatives of government dcpartrncr{:\i‘. We
had reac.' bd a point where steps were needed to process extradition doc ments
and Mutgal Assistance requests from the United States, which migh;ra:ﬁvc‘:
over the Chrstmas/New Year holiday period. I thought those spedific seople
should bi briefed as to the nature and scale of the investigation so they vould
fully und: 'stand the need for strict confidentiality and ensure as few pec sle as

possible t :came aware of the planned opetation,

The seco d phase was to brief the GCSB and sce whether they wen in a
position to assist us, It was conyenient for them to attend the same
background briefing we were providing to the other officials. This is why
GCSB 1 and 2 attended the meeting's first phase.  Aside from Police and
GCSB, the other attendees werc not informed of the second phase of the
meeting.

The first phase was almost entirely taken up by Detective Sergeant McMotran
outlining the investigation. This included details of the alleged offending,
details of the anticipated tequests to origitate from the United States, the
timings of those requests and information about the targets, The tatgets wete
individually identified, and there was information on where they wete from,

theix role in the company and where they were believed to be living.

The meeting included specific reference to Mr Dotcom and the fact he was
tesiding at 186 Mahoenul Road, Coatesyille, Details were given about the
property and the fact Mt Dotcom was living thete with his wife and children,j I
believe reference was made to his intention to buy the property outright but
that this had been deferted on the basis his application for permanent

tesidency under the overseas investor scheme, had been declined.
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25. Mt Van Der Kolk was also specifically mentioned in the briefing as residing at
37 Npgaiwi Street, Orakei, Auckland with his wife and child,

26. It i5 my tecollection that Detective Sergeant McMorran made several
teferences to the fact that both Mr Dotcom and van der Kolk were living-in
New Zealand. '

27. During the first phase of the meeting there 17as no discussion of the possible
(! involvement of GCSB in our planmng or vl. 1at we intended to discuss with
GCSB. 'The GCSB were there to be biicfed o ! the investigation, Having them

at the first phase of the meeting meant we dlc not have to repeat ourselves.

28, The GCSB played no active part in this phast of the meeting. As I recall they
tade no comments save for an apology w. en the second GCSB member

came into the meeting as it was drawing to a ¢ ase,

29. During the first phase of the meeting, I made 1e comment that the Police and
OFCANZ had considered 2 domestic interception warrant but wete unable to
make application for one. That fact, together with the backgrounci
information included in the briefing wete all matters the GCSB had to bz;
satisfied of before they could consider assisting us, I raised this matter in the
first phase so that a member of the Police legal team could comment if need

be. This was a btief remark which caused no discussion from others present.

Meeting of 14 December 2011: Second Phase

30. At the conclusion of the main meeting Detective Sergeant McMorran showed
all the attendees out of the room with the exception of the two GCSB
representatives. When everyone but the two GCSB tepresentatives had left we
had a discussion sbout the general viability of any GCSB assistance in

providing intelligence.
31 I made no notes of this conversation.
32, I do not recall either of the GCSB staff making any notes at the time. I
33, My recollection was that the meeting was for a matter of puﬂaps thtee to five

minutes in total. There was acknowledgement by the GCSB Iepresentatives as

£
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38.

39.

1874137_2

to the process undertaken to establish that the option of 2 domestic

interception watrant was not Open to us,

Thereafter it is my recollection that one of the GCSB staff (GCSB2) talked
generally about what they might be able to achieve and we discussed some
parametets, These parametets focused specifically on issues relevant to our
intelligence atound the timing and location of any birthday patty for M
Dotcom and the locations and ]L‘ ely travel plans of the other suspects sought
by the USA, |

4 .
I'believe I spoke hrefly to convey that the request to them was about the party
and travel and not &n intention o have them gather any form of evidence
about the offending alleged by the BI.

Essentially I wanted to know if t CSB could assist by providing mtgﬂigen_ce

about:

36.1  Whether the party was going to take place, and if so whether New

Zealand was the venue,

362  Which of the tatgets would be attending the party, and when they
would be ardving,

1

363 Any information which may assist in assessing, addressing or
mitigating risks such as talk about scoutity measutes or ACCESs to or

possession of fitearms. Tt

Theteafter, it is my recollection that the conversation tutned to the issue of
who could be intercepted. There was general consensus that all of the patties
under discussion were not New Zealand citizens and wete indeed citizens of

other countries,

I believe I made a comment that I did not think that it was possible for the
GCSB 'to intercept either Mr Dotcom or Mt Van der Kol on the basis that
they were liying in New Zealand.

I recall one of the GCSB tepresentatives making comments about the

application of their intetcept powers and how they were able to intercept
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40,

41,

42,

43,

45.

provided the persons involved were not New Zealand Citizens ot permanent
tesidents of New Zealand.

I teiterated that we wete sure that Mr Dotcom and Mr Van der Kolk wete not
citizens but that we could not advise with any certainty what type of xemdency
they held.

I recall comn ients by GCSB2 who explained that diffetent types of resideny
existed and (' is affected what they could do regarding people living in Ne' )

|
anlandn 1 r 'r
I conveyed t¢ the two GCSB membets that both Mt Dotcom and Mt van d. &
Kolk were re iding in New Zealand and wete able to come and go, so the »

must have a f 1 of residency.

T made the ¢ fer that if required I would be happy to be a go between fz '
GCSB for e juires with New Zealand Immigration for the purpose o
clarifying this point if requited. Following a btief discussion, this did not secmn
to be necessaty at the time.

GCSB1 then commented that another relevant consideration fotr them was the
fact that there appeated to be serious offending being orchestrated in New
Zealand and there were provisions in the Act poveming GCSB to enable wotk

to be done to address risks to New Zealand ot words to that effect,

On that note the meeting ended with agrecment that we would fotward as
soon as practical documents to GCSB which would afford them details to
assist them in determining what they might be able to do to assist. No

undertakings ot agreements other than that were made at that time.

Documents fotwarded to GCSB on 14 and 19 December 2011

46.

1874137_2

Later on 14 December 2011, Detective Serpeant McMoman sent two
documents to GCSB. The first was a document containing persopal and
biographical information. The document was etnailed by an OFCANZ
employee OFCANZ1 to GCSB2 at 1:50 pm, A tre copy of the word

document is annexed marked C.
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47.

48.
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A copy of a preliminary /draft seatch warrant application was emailed at 2: 01
pm on 14 December 2011 by OFCANZ1. A true copy of the draft application

is annexed marked D,

GCSB2 acknowledged receipt of both documents by email ~t 2:04 pm. A tme

copy of the receipt is annexed matked E,

The Re quest for Information (RFT)

49.

50.

51,

52.

53.

54,

1874137_2

L On 15 December 2011, T flew to Auckland on unrelated matte s I remnained in

\rAuckland until my return flight at 9,15 pm on Friday 16 Decentber 2011,

Whilst in Auckland on Friday 16 December 2011, I spoie to Detective
Sergeant McMortan by telephone regarding the formalisation « © the tequest to
3CSB to assist vs. This formal request is made to GCSB ir the form of 4
viitten document referred to 2 “Request For Infommation" nd commonly

eferred to as an RFI, The RF] cssentially articulates what has sten proposed
1n any eatlier discussions.

An RFI is not an authotisation for GCSB to intercept anyone. The RFI sets

out what the requesting agency, in the case OFCANZ, would like GCSB to
consider doing for them.

In my telephone eall with Detectve Sergeant McMorran, we discussed what
the content should be. T confirmed my intention that the focus be nattow,
seeking only information that assists in establishing if the party is to occur,

details of any of those sought by the FBI who could be travelling and any
intelligence relevant to safety,

It is my undetstanding that the document was Initially prepared by GCSB2,
who subsequently conferred with Detective Sergeant McMottan. 'Iheteafter
whether in the same phone call or later on Friday 16 December 2011 I

authonsed Detective Setgeant McMotran to sign the RFI document on m
behalf,

my

Detective Sergeant McMorran went to GCSB in Wellington and met with
GCSB2 late on the afternoon of Friday 16 December 2011 where he signed
the RFI on my behalf, A true copy of the signed RFI is annexed marked F,

Y
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55. At that point I had not been told by GCSB one way ot the other who they may
ot may not be able to intercept at that time. It was my undesstanding that those
decisions could not be made and certainly not formally confitmed within
GCSB without the submission of the RFI.

56. Referting to the RFI, paragraph 3 records the focus of the request, This was a

focus on the type of information being sought.

S8 Paragraph 4 records who OFCANZ(;pcciﬁca]Iy tequested GCSB to consider
inquiries against. Mr Dotcom and Mt van der Kolk ate named in this
paragraph, The putpose of the doc ment was to rcpca.t in a formal mannet
the tequest we had made earlier at our mmeeting on the 14 December 2011,

58. To the best of my recollection, I did ot see 2 copy of the RFI submitted to
GCSB until late February 2012, after « 3me concern had been aised about the
legitimacy of the interception of Mt I stcom and Van der Kolk by GCSB1. I
will refer to this development in tmore detail later in my affidavit (tefer

paragraphs 86-91). ]

59. At 2.53 pm on Monday 19 December 2011 Detective Setgeant McMorran had
OFCANZ1 email a further word document to GCSB2. This document was an I
extensive list of known addresses and othet pessonal information which might
potentially assist the GCSB in any interception they might have been able té

underiske fot us. A ttue copy of the document is annexed marked G,

The passing of information from GCSB to Police

60. Information from GCSB was passed to Detective Sergeant McMotran and me
through what might be temmed a buffer zone, The process wotked in this way,
Reports from the GCSB are usually communicated via an electronic deposit or

secute email that is only accessible to cettain designated individuals.

61, The only staff entitled to access that material wete selected OFCANZ staff,
For the purpose of this affidavit, T have desighated them as OFCANZ1,
OFCANZ2, and OFCANZ3. Detective Sergeant McMorran and I did not

have that access entitlement,

62. GCSB petiodically posted reports in this manner, Those teports wete theri

screened by the selected staff, Either Detective Setgeant McMotran or 1

1874137 _2
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63.

64.

65,

66.

67.

68,

69.

70.

1874137 2

Because of my inovements, the information was Predominantly telayed to me

through oral reports § bm Detective Sergeant McMortan,  (The situation
!

changed, as I explain be} i)w, duting the week before termination.)

some of the afternoon 4 1d early evening, My leave concluded on Sunday 8

Januaty 2012 and I retarr g to work on Monday 9 Januaty 2012,

Duting this period T was ssentially overse.

eing any issues atising at OFCANZ,
and ] was available to tak..

phone calls and deal with requests for assistance, ]
was in regular contact vith Detective Setgeant McMorran during this period,

Between 3 and 7 Janvary 2012 I was in Napier,

During ane of the telephone convetsations I hag with Detective Sergeant
McMottan at this time, he mentioned to me that we had picked up "a bi of

something about someone seeing someone in January" or words 1o that effect.

This was effectively a coded message which T understood to mean GCSB had
had some success with 2 televant intercept. On the basis we could not i
freely on the telephone Detective Setgeant McMotran yas only able to adyise
"it was nothing concrete of detailed but indicated so

mething was happ ening in
January” or words to that effect.

The message he &ave me was vague and very guarded. It had to be, as we were
talking on open telephone lines,

While 1 yoas away 1 teceived regular updates from Detective Setgeant

McMorran as to the Progtess of various aspects of the inves
was

tigation, ‘There
very limited discussion about information coming from GCSB,

ya,

4\7/\(
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71,

72,

73.

74.

75,

76.

18741372
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I returned to wotk after my holiday as previously stated on Monday 9 January
2012, Detective Setgeant McMotran informed me that although some further

information had been received it was of little value,

On Sunday 15 January 2012 I flew to Auckland. The OFCANZ analyst
(OFCANZS3) travelled to Auckland on 17 Januaty 2012. v

Pnr 't to leaving for Auckland, OFCANZ2 and 3 bad a meeting with staff from
G( }B involved in the investigation. The putpose of the mcctmgi \s to advise
GG P)B that the opetation was likely to terminare on 20 January 2 12, and for
OICANZ3 to provide a vesbal update. In particular, OF CAIIZS advised
GCSB2 and 3 that we were seeking information as to potential risks to the
opt ation, such as drugs, fircatms, awareness of the Police ope ations, and
cor itmation of the party and travel. OFCANZ3 did not recei e any new
infi mmation from that meeting which was relevant to the type of nformation

bel g sought.

OFCANZ3 confirmed at that meeting how he would communicate with
GCSB during the period that he would be in Auckland. He did not have direct
access to the GCSB written material whilst there. He was still able to receive
some updates from GCSB, which he was able to relay to Detective Sergeant
McMortan and me verbally if required. I recall being told at some stage ea'ﬂy
in the week that Mr Ottmann had mentioned Mt Dotcom's patty and someone

else could possibly attend it on or about 21 January.

This was good intelligence and was the first real confirmation from this source
that our planning towards executing the search wartants later in the week was

apptoptiate,

At about the same time as we received the information from GCSB from the
Ortmann intercept, we were also in receipt of information telating to travel
movements from "watches” we had through other mechanisms such as

airines, Immigration and Customs soutces.
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The influence of the GCSB intelligence on the planning of the termination of the
Operation

77,

¥ 78.

Although the information sent to Police by GCSB had some relevance, its
timing and content did not add any real value to the Planning process for the
execution of the waetants lates that week. In the week of termination, the
GCSB infortmation was consistent with other infllulmau'on that the patty was
going ahead. We knew that from other sources. |

The ultimate decisions Telating to the termination \nd execution of the: search
watrants on 20 Janwary 2012 were mine. "The fact zal decisions I made about
the timing and manner of the execution of the search Wattants were not
influenced by the GCSB information that I received

Information Repotts Received from GCSB

79.

80.

1874137_2

Fot the putposes of Prepating this affidavit, I have reviewed the Information
Reports that were forwarded by the secure means I have outlined, from GCSB
to OFCANZ,

In total nine Information Reports were forwarded to OFCANZ by GCSB:

80.1 IR1, 20 Dec 2011, Setial 1890-11, a true copy of which is annexed
matked H and HH,

80.2 IR2, 5 Jan 2012, Serial 3-12, a ttue copy of which js annexed marked
TandII,

80.3  IR3, 12 Jan 2012, Seral 20-12, 2 true copy of which is anpexed
matked J and J].

80.4  IR4, 16 Jan 2012, Setial 30-12, a true copy of which is annexed
marked K and KK.

805  IR5, 16 Jan, Serial 31-12, a true copy of which is annexed marked L
and LL,

80.6 IR6, 18 Jan 2012, Serial 43-12, a tiye copy of which is anneged
marked M and MM.
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80.7  IR7, 18 Jan 2012, Serial 44-12, a true copy of which is annexed
matked N and NN.

80.8  IR8, 19 Jan 2012, Setial 59-12, 2 true copy of which is annexed
marked O and OO.

80.9 IR9, 20 Jan 2012, Setial 57-12, a true copy of which is annexed
tnarked P and PP,

81. The Information Reports receiv' d were all marked classified, The level of

classified puts secutity protocols ktound the document affecting who can view

it, how it is communicated and tr msported and how it must be stored.

82. So that relevant material could " e made available for these proceedings the
National Intellipence Manager for New Zealand Police oversaw the
development of a small group of people from GCSB and the Police National
Intelligence Centre. Their task v 2s to redact some features of the otherwisé

classiied documents which ecxisted as cofrespondence between
OFCANZ/Police and the GCSB.

83. As part of that process, the nine GCSB Information Repotts were considered.
The outcome of those considerations was that the entire document in its fortnl
had to be redacted. To assist the Court, a precis of the relevant
comtunicatons contained in the Information Report has been produced. The

precis can be read in the annexures identified above.

Email cotrespondence between GCSB and Police

84, As best as can be ascettained, from the meeting involving GCSB on 14
December 2011 through to mid-September 2012, all emails between GCSB
and Police staff have been identified.

85. True copies of the emails are annexed marked Q. Annexure Q comprises a

number of pages which have been individually numbered for ease of reference.

Februacy Debrief with GCSB
B6. On 16 Febtuary 2012 I and several other OFCANZ, staff attended a debrief at
GCSB in Wellington with members of their staff.

1B74137_2 ﬁ( -
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87. Following the meeting I had a bgef conversation with GCSB1, GCSB1 raised
a possible issne sutrounding the fact that M Dotcom and M van der Kolk
had been intercepted, It appeated to GCSB that the interception may not have
been lawful becayse of their residency status,

88. T was surprised this matter had come up at this point given we were somne three

{ ‘I |
89. GCSB1 and I J' ireed that we needed to deal with the matter promptly, GCSBII ‘
)J

determined to ;Jlake further enquires to Bet to the bottom of it without delay, J |

weeks aftcr the termination and after interceptions had ended,

|
offered my resi mrces in making any coquites necessaty to assist,

90. As patt of this xetcise, OFCANZ 2 and 3 obtained information from several
sources, includit 3 the New Zealand Immigtation Setvice, and forwatded it to
GCSBi. That formation Was passed by secure email and js found in the

cortespondence 1 annexre Q.

91. On 27 February 2012 GCSB1 teported by email that nejther My Dotecom nog
Mt Van Der Kolk had beer valawfully Intercepted, A true copy of the email is
annexed marked R, '

SWORN at Wellington this )
\ § M day of October 2012 )

before me:

A Solicitor of the HighTourt of New Zealand

Benedict Tompkins
Solicitor !
Wellington

1874137 2
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WORMALD, Grant

From: WORMALD, Gran|
Sent: i

To: e beadicas)
Cc: MCMORRAN, Nigel

Subject: Operation Debul IN CONFIDENCE [SEEMAIL]
Attachments: SWX ATX Immigralion NMG297 091211.doc

As discussed a formal request for any information Dol may have on the subjects named in the

application. Please ensure no online searches are made of the targets as they may have the capability

to trace who's looking at them online. :
‘ |

Any issues please et ménknow. ) 1

I am In Auckland next we 2k on Tuesday and then later on Thursday and Friday. If Irwas able to get
something from you nex* week that would really assist. Our actions are in planning for the early new
year so not too much tin e to put things in place.

Thank you In anticipation

Grant

GRANT WORMALD

Delective Inspectar

OFCANZ Organised & Finéncial Crime Agency New Zealand
Kia Mau Pamnu Ki e Ture
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WORMALD, Grant

catiadetalls

InmmigraCIonss
From:

Sent: Friday, 16 December 2011 15:43

To: WORMALD, Grant

Subject: RE: Operation Debut: Mutual Assistance Request: Immigration Records

Attachments: AGCADILI Junelyn.dog; BATATO Finn.doc; BENCKO Julius.doc; DOTCOM kaylo .doc;
DOTCOM kobi .doc; ECHTERNACH Sven.doc; Lo John.doc; ORTMANN Mathias.dog;
Van der KOLK Bram.doc; VERGA.doc; VESTOR DOTCOM son .dog; VESTOR.doc

[seemail]

Thanks Granl,

Please find atlached movT menl hislory and | will send a hard copy lo you in the mail.

L
[ don'l know how long il wi be before the other information becomes available, bul will keep ir! louch.

Y ,

Immugration Manager
Compliance Qperations
intell'gence, Risk and Inte rity

fontactudebanils

c-mal

From: WORMALD, Grant g K
Sent: Friday, 16 December 2011 8:43 a.m.
(HOrper-agency. name

Subject: FW: Gperation Debut: Mutyal Assistance Request: Immigration Records

Hopefully you got it this time

Grant
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i OF CANZ IS Analyst
T COMINT] RE Task Force Debut Briefing documents

Numbar
:1Elassification: CONFIDENTIAL COMINT
= L

nGot them. Cheers

T

CSB Redacfions
g 1

s eemateert leanaitat el fordnn :Ayl_-

Padactions

GCSE!Redactions

M Police Analyst -
ubject: [CONFIDENTIAL COMINT] RE Task Fc e Debut Briefing documents - Attn

%Iassiﬁcation: CONFIDENTIAL COMINT
= 20t WORMALD.

lesse pass .GCSB Redactions

raft (incomplete) Search Warrant to fallow.

B /it secure)

i)

]

Wi

i 8

" Task Force DEBUT, First briefing. pdf ’
on Wednesday, 14 December 2011 1:50:14 p.m..

: This emait was classified by OFCANZ Police Analyst

11
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SECRET COMINT

o . .
w5 R ORGANISED & FINANCIAL
CIUIME AGENCY S0y 20N 4 I

oo b T R T I

p, OFCALIZ

ORGANISED AND FINANCIAL CRIME AGENCY NEW ZEALAND

16 December 2011
Director 5

GCSB \
WELLINGTON "

B Redatlians

Allention

TF DEBUT: Request for GCSB support with reg irds to NZ Police enforcement of
international warrants egainst Mega ! edia Group

1. OFCANZ requesls GCSB's assislance pursuar la section 8(1){e} of the GCSB Acl
2003, which permits GCSB to assist OFCANZ with the [ ovision of forelgn intetigence on lhe
understanding that this request contributes lo a funct n of OFCANZ and supporis of the
prevention or detection of serfous crime.

2. OFCANZ holds an interesl in a group of persons known as the Mega Media Group,
due to them being the subjects of international arrest warrants issued by the United Slates
Federal Bureau of Investigation (FBI) in regards to large-scale copyright infringement and
money laundering offences. FBI has requested NZ Police assistance in execuling the arrest
warrants against Mega Media’s officers and seizing assels underslood o be the proceeds of

the organised criminal aclivily.

3. OFCANZ requests GCSB’'s assisiance in gathering inielligence on Mega Media
Group's execulives' Intentions to travel to New Zealand In mid to [ate January 2012, If New
Zealand Police undertake operations 10 execule lhe arrest and seizure warrants, intelligence
on lhe group’ plans may assist NZ Police in conducling the operations in a safer and more

efficient manner.

4, OFCANZ therefore requests that GCSB conduct SIGINT analysis against persons
associated with Mega Media Group — in particular its execulive officers; Kim Schmitz (also
known as Kim Dotcom and Kim Tim Jim Vestor), Finn Batalo, Julius Bencko, Sven
Echternach, Malhias Ortmann, Andrus Nomm, and Bram van der Kolk, in order lo better
inform OFCANZ and NZ Police operalional planners as o the group's intentions.

4, The precedence of lhis request is PRIORITY.

5. Thank you for your assistance. i you would like
contacl Deteclive Sergeant Nigel McMorran 2]

for Granl Wormald S 2
Detective Inspector

150 Al ail aneer., BEGREN ﬁ,@MIN’Ir e e Aeal e
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ol OFCANZ fag .8
iﬁgﬁs{ubject: [RESTRICIEL] DEBUT Target details Update

ik ttachments: ALL KNOWN TARGET DETAILS doc

Police National Headg i1arters
Vellington

{1 KNOWN TARGET ETAILS.doc

nis email was classifie by OFCANZ [ElaleaRalon Monday, 18 December 2011 2:52:4 p.m..

S

4
3
r}

ol 34
Y, L2
NadiZy

e aind

i-,.-
i

UK

oA
B




(Q

,



00661

'
i
L
ey
¥
Nt
]
|
-' 3
',_JI E
I
4
fa



<y
L

.
(o p]
(N

OC ANZ Police Analyst
From: e e
Sent: Thursday, 11 October 2012 3:17 p.m.

To: OFCANZ TN NETE:
ubject: FW: [TOP SECRET COMINT] Operation Debut - RF!

F ttachments: OP DEBUT RFI.PDF

W lassificalion: 1isi: “. 1ii T L H §

3 ol e [olibo) plocs.

Cperation Debut - RFL

S lassification: TOP SECRET COMINT

Granf

nis is the version af the RFI that we have on recard | hope this is Ihe document you were looking icr?

is was sent bmo our team nternally al 09:57 on Monday 19 December. As such, | believe itis the
cument that was d off by Nige! on the zfterngon 16 December.

cpe that helps.

" keen to get a copy of the RFI whtc“«vorked up with Nigel McMorran. My understanding is that Nige}
,:_’L' it off on Friday afternoon 16 December 2012 w1tdown at GCSB. For that reason we didn't get a
gned and scanned copy for our records as Nigel was racing off to pick up his kids from the airport..

=

2

(i ust your able to assist.

|

L4 B
iellp

ase let me know if there are any problems with it.

Kind regards



006563
Grant

This email was classified by OFCANZ:Grant Wormald on Thursday, 11 October 2012 11:52:51 a.m..
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SECRET COMINT

MUmber

ORGANISED AND FINANCIAL CRIME AGENCY NEW ZEALAND
16 December 2011
Director

GCSB
WELLINGTON

GLSE Redactions

Attention

TFDEBUT:  Request for GCSB support with regards to NZ Police. enforcement of
International warrants against Mega Media Group

1. OFCANZ requests GCSB's assistance pursuant to seclion 8(1)(g) of the GC3B Act
2003, which permits GCSB to assist OFCANZ with the provision of foreign intelligence on the
understariding that this request contribules to a function of OFCANZ ‘and supports of the
preventlon or detection of serious crime. . '

2. OFCANZ holds an nterest in a group of persons known as the Mega Media Group,
due to them being the subjects of internafional arrest warrants issued by the United States
Federal Bureau of Investligation (FBI) In regards to !arge-scale copyright Infringement and
money taundering offences. FBI has requested NZ Police assistance in executing lhe arrest
warrants against Mega Media's officers and seizing assets understood to be the proceeds of
the organised criminal activily,

a OFCANZ requests GCSB’s assfstance in gathering intelligence on Mega Media
Group's executives’ intentions 1o lravel to New Zealand in mid to late January 2012, If New
Zealand Palice undertake operations to execute the arres! and sefzure warrants, inlelligence
on the group’ plans may asslsl NZ Police in conducting the operations in a safer and more
efficient manner.

4, OFCANZ therefore requests that GCSB conduct SIGINT analysis against persons
associated with Mega Medla Group — in paticular its execulive officers: Kim Schrhitz (also
known as Kim Dotcom and Kim Tim Jim Vestor), Finn Batato, Juiius Bencko, Sven
Echternach, Mathias Ortmann, Andrus Nomm, and Bram van der Kolk, in order lo better
_inform OFCANZ and NZ Police operational planners as fo the group’s intentions.

4, The precedence of this request is PRIORITY,
5. Thank you for your agsistance. If you would like to discuss thls further, please
contact Detective Sergeant Nigel McMorran

) /
s
R T o ceogaan

BEQI- o> 0D
for Granl Wornrald )
Deleclive Inspector

150 Dlohevorth sirewr. ﬁEGRE{I'nG@.IVIIL‘J;E..n AL DNew Aealend

_-,_' 'I '._’ . r:-"' K .
OFCANZ o
ORGANISED & FINANGIAL B
CRIME AGENCY i LRALAND _ SR
e s lanr A i tuey -

7
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ceiERRRlERh December 2011 160 p m,
TR Police Analy

ssification: CON_F!DENTIAL COMINT

m Det Insp Grant worMA D,
fease pass ¢ GCSBE Redactions)
aft (incomp A8 earch Warrant to follow,
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O] RE Task Fojce Debut Briefin dociiments - Al GCSB Redactionsy

 assification: RESTRICTED

= idda GCSB Redactions
Bhave just talked to your helpdesk ( to see if the issue with the email addresses is known.
but she will be wanting to see what the message you got actually said.

Mumber




. OFCANZ Police Analyst
o Redactions F
Monday, 19 Decermber 20 a.m

10 NFAPOlice’ Analyst ;I
E:[RES ‘RICTED] RE Task Force Debut Bnerng dowmenls GCSB Re"ac“ons

message did not reach some or 211 of the intended recipients.
Subject: FW: [CONFIDENTIAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec

2011
Sent: 16/12/2011 4:57 p.m.

For assistance, contact

P\.F L
I

L

MNumbier

0

|

Y N

]

1§

!

1
i

I

W

is idday : -
=l have just talked to your helpdesk to see if the issue with the email addresses is known.

alive National Healguarters
AVelliagton
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Sent: e T 2011 2:41
el GCSB Redactions B p-m.

RE [RESTRICTED] RE Task Force Debut Bnef ng ducumeﬂis Fxtm
! L SN Lmber

: 4 his email was classified by OFCANZE A =0 Monday, 19 December 2011 2:40:54 p.m..

A s 1 wwhm s mAE ik o — U ar vmm = vy s o - [

MU (GCSB Redactions
ISent: Monday, 19 Decémber 2011 11:50 a.m.
Fo: OFCANZ ST :

 abject: RE: [RESTRICIED] RE Task Force Debut Briefing documents -ttn [t RNCC LT

Classification: RESTRICTED

2 _ 8 anks for your help Friday. This is what came back to my address.

Your message did not reach some or all of the intended recipients.

Subject: FW: [CONFIDENTIAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec

2011
Sent: 16/12/2011 4:57 p.m.

he following recipient(s) cannot be reached:

. on 16/12/2811 4:57 p.m.
You do not haue permission to send to this recipient. For assistance, contactiy

i e A A O O O 3 3B 8 3B B O aEm W

aam Leader Transnational Issues (ICT)

==

lassified (ISTH): 3_,q 5147

Al paaiiled (5 1 pBTY s GCSB Redaclions

g

o:
uh]ect RE: [REST RICT! ED] RE Task Force Debut Briefing documents Pliy CSB Redactions

Classification: RESTRICTED



L3130
o your helpdesmd see If the issue with the email addresse
ally said.

| have just talked t
ves it is, but she will be wanting to seé what the message you got actu

5 is knpwn.

alive ‘National Heat quarters
ellington

Siihiis email was classified by orCANZ (Eal eI Ron Monday, 19 December 2011 9:58:19 a.m..
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W'olice National Headquarters
Wellingtan

Holice |

LL KNOWN TARGET DETAILS.doc_____ _
his email was classified by OFCANZ FEIEEREMENESon Monday, 19 December 2011 2:52:40 p.m..
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JuTédd

OFCANZ

ayl 10 Mecermbe :

OFCANZERIESIRIEI - -~ o e T
. [COf AU COMINT]} Task Force DEBUT Draft'Warrant - dated 14 Dec 2011 “J§

TFDEBUTHFi s e YL TR e T

Jassification: SECRET/COMINT/REL To NZL, AUS, CAN, GBR, USA
Mumber

fElassified (ISTN): 359 5147
Inclassified {External DDI}

o ez Leader Transnational Issues (ICT)

lassified {ISTN}: 359 5147 i
nclassified (External OPI): [CLSSIEGEREIHNE
promail: [SORS)E] Redact:ons .

rom: RGCSB Redaclions

lassification: CONFIDENTIAL COMINT

igel please check the attached




wid o 44

T |_1C ‘Wr" Rlﬂdurhﬁﬂ Pﬂllﬂe Ahﬁl‘yst
[CONFIDEN‘I‘.[AL CDMENT] Task Fo'rce DEBUT DraFc Warrant dated 14 DEC 2011

v =

i

assification: EON'FIDENTlAL COMINT -

Sfrom Det Insp Wormald
@ase pass MGCSB Redactlons

iPolice National Headquarters
Bvellington

f _j SWX application DEBU 1211 4§
is email was classified by OF CANZ jEsisat




