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IN THE HIGH COURT OF NEW ZEALAND
AUCKLAND REGISTRY CIV-2012-404-1928
UNDER THE " Judicature Amendment Act 1972
IN THE MATTER OF An application or judicial review and

application for ozder for interim relief
pursuant to section §

BETWEEN 'KIM DOTCOM .
Fitst Plaintiff
FINN BATATO
Second Plaintiff
MATHIAS ORT. 1ANN
Third Plaintiff
BRAM VAN DER KOQLK
Fourth Plai.ntiﬁ’

AND ATTORNEY-GENERAL
Fitst Defendant

AND THE DISTRICT COURT AT NORTH
SHORE,

Second Defendant

AFFIDAVIT OF GRANT KENNETH WORMALD FOR FIRST
DEFENDANT IN RELATION TO MINUTE OF 28 SEPTEMBER 2012

19 October 2012

Judicial Officer: Winkelmann J
Next Event Date:
CROWHN LAw
TE TARI TURE O 'TE KARAUNA
PO Box 2858
WELLINGTON 6140
Tel: 04 472 1719
Fax: 04 473 3482

Contact Person:
John Pike .

Email: john.pike@crownlaw.govt.nz s
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I, Gtant Kenneth Wormald, of Wellington, Police Officer, swear:

Introduction

1.

Origins

18741372

I have been & swomn member of the New Zealand Police for 27 yeats, Iama
Detective Inspector cuttently assigned as a task force leader with the
Organised and Financial Crime Agency of New Zealand (OFCANZ).

For the purpose of the initial open Court proceedings, a scparate tedacted
version of this affidavi- will be filed and served. This affidavit addresses the
Court's direction that ¢ 7idence be provided on the relationship between and
GCSB including:

21 any communic itions between the GCSB and the New Zealand Police;

22 any records ¢ I the ihvolvement of the GCSB and infotmation

provided there o or received thetefrom.

I'was the police officer . 1 charge of Operation Debut. T have previously sworn
a number of affidavits in this proceeding. In particular, I have described the
plaoning of the operation that terminated on 20 January 2012 in my affidavit of
11 July 2012.

of Opcration and Eatly Inquities

We had been advised by the FBI that Mt Dotcom may hold his birthday party
in New Zealand on or about 21 January 2012, If that occurred, and all of the
named suspects wete here, we were asked whether we would we be able to

atrrest and extradite them.

T took overall command of advancing the investigation following a briefing on

2] September 2011,

Detective Sergeant McMotran was my second-in-chatge. In the petiod leading
up to 21 September 2011, Detective Setgeant McMorrin conducted vatious
background inquiries. Those included establishing the whereabouts of Mr,

Dotcom and the other suspects, their citizenships and the nature of theit
A —————
connection with New Zealand. His inquiries included such things as tesidency,

property ownetship, vehicle registration and travel records.
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10.

11.

12,

13.
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When I was introduced to the investigation I teceived a thotough briefing by
Detective Setgeant McMottan during which he explained to me that both M
Dotcom and Mt Van Det Kolk wete living in New Zealand. In the weeks that

followed T had cause to refer to various documents on the file and attend
several nore bﬁeﬁngs.

The background checks confirmed that Mr Dotcom and Mt var der Koll. wete
fiviog in | Yew Zealand, and that Ms Dotcom in particular was looking b sty
hete perr anently. I was awate that Mr Dotcomn had bank accounts in New
Zealand, lemployed staff here, had 2 number of vehicles tegistered in New
Zealand, . nd that he intended to undertake Tehovations to both 186 Mah renui

Valley Ro d and 5H 'The Prom, Mr van der Kolk had bank accounts in New
Zeszland,

On 9 De smber 2011 1 forwarded an Information Request to Immigt tion
New Zea.nd requesting the Immigtation files on the subjects of the
Iavestigation, inchiding Mt Dotcom and Mt Vag Der Kolk. ‘The tequest

sought records of the visa applicadons and immigration records and status for
the period 1 January 2009 to the present for the various suspects. A true copy
of the request is annexed matked A,

On the aftetnoon of the Wg}_l 1 teceived from Immigration New
Zealand an email with travel details of the named suspects to and from New
Zealand. A true copy of the email is annexed marked B.

Referting to thest documents the top one is headed VESTOR/Kim zka
DOTCOM/Kim. His last twa attivals into New Zealand on 15 December

2010 and 26 September 2011 identify Mr Dotcom 2s ‘Resident’ in the column
matked Visa',

Mt van der Kolk's latest attival on 17 April 2011 ideatifies him as 3 Visitor' in

the 'Visa' column.

The immigration file for Bram van der Kolk was received by Police on 23
: ! ' 11 Jaovagy

Dfiembg 2011, and the file for Kim Dotcom was received on 11 Jaong

2012, The files confirmed that Mr vat der IKKolk was granted a residence yisa
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on 2 December 2012, and Mr Dotcom had been granted residence on 18
November 2010.

The apptoach to GCSB

14, As 1 explained in my affidavit of 26 Apiil 2012, in developing plans to execute
the various search and arrest warmnts I was mindful of three hlpoxtﬁ.ﬁt
priorities from a policing perspective. The first was the retention of evidence,
The second was to safely exccute the arrest wartar ts. ‘The third was to ensure
that priorities one and two were achieved with the safety of those to be
arrested, other occupants of the addresses, and oll police staff, being at the
forefrant at all times. |

)
15. In otder to meet those objectives it was fccessary © gain 2 full appreciation of
the issues and circumstances which Police might pe confronted with, Anyl
intelligence tegarding confirmation of Party to be ield in New Zealand on 21

January and who may be tavelling to New Ze Jand to attend would be
considered useful,

16. The type of information which would assist us at this time would have been
confirmation that Mr Dotcom's birthday would be celebrated in New Zealand
ot indeed somewhere else abroad. Sitnilarly, that the people that the United
States sought would be in New Zealand for the party, or in the other location

if it was determined whete this other location was abtoad,

17, I made contact with the Government Communications Security Bureau
(GCSB) to enquire whethet they might be able to assist, Many of the tatgets

were people from foreign countries and living abroad and I believed that
potentially GCSB may be able to lawfully target them.

Meeting on 14 December 2011 - First phage
18, At 10.30 am on 14 December 2012 1 hosted a meeting at OFCANZ in

Wellington attended by representatives of the Crown Law Office, the M_Es_try
of Justice, Police Legal Section, OFCANZ, staff and a representative from
GCSB (GCSBI). A second representative from GCSB artived towards the end
of the meeting (GCSB2). The Ministry of Forelgn Affaics_ and Trade wete to

R W

e, P o
have attended but were unable to do so at that time,

T

1874137, 2
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20.

21,

22.

23.

24,
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This was the meeting previously referred to dutdng my cross examination in the

High Court in Auckland on Thursday 9 August 2011 (pg 244, line 25 Notes of
Evidence),

I'would describe this meeting as having two distince phases,

‘The principal reason for having the meeting was to convey infotmation about
the opetation to several moze tepres) ntatives of government departments, We
o
had reached a point whete steps were needed to process extradition documents
and Mutual Assistance tequests from the United States, which might artivt.a
over the Christmas/New Year holid ¥ period, I thought those specific people
should be briefed as to the nature an ' scale of the investigation so they would -
fully understand the need for strict o yidentiality and ensure as few people a5

possible became aware of the planned opetation,

The second phase was to brief the 3CSB and see whether they were in a
position to assist us. It was conyenient fot them to attend the same
background briefing we were providing to the other officials. This is why
GCSB 1 and 2 attended the meeting's first phase.  Aside from Police and

GCSB, the other attendees were not informed of the second phase of the
meeting.

The fitst phase was altnost entirely taken np by Detective Sergeant McMotran
outlining the investigation, This included details of the alleged offending,
details of the anHcipated tequests to ordgitate from the United States, the
timings of those requests and infotmation about t.i:c“t.a.i'gel;s.k'if'-ﬁé tatgets were
individvally identified, and there was information on where they were from,

their role in the company and where they were believed to be living.

The meeting included specific reference to Mr Dotcom and the fact he wag.
tesiding at 186 Mzhoenul Road, Coatesville, Details were given about the
propezty and the fact Mr Dotcom was living thete with his wife and children,j I
believe reference was made to his intention to buy the property outright but
that this had been deferted on the basis his application for petmanent

tesidency under the overseas investor scheme, had been declined.
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25. Mz Van Der Kolk was also specifically mentioned in the briefing as residing at
37 Ngaiwi Street, Orakei, Auckland with his wife and child.

26. It is my tecollection that Detective Sergeant McMorran made several
references to the fact that both Mr Dotcom and van der Kolk were living -in
New Zezland. :

27. During the first phase of the meeting there was no discussion of the posible
involvemé,it of GCSB in out planning or what we intended to discussi with
GCSB, T] = GCSB weze there to be briefed on the investigation. Having aem

at the first phase of the meeting méant we did not have to repeat ourselve .

28. The GCSI played no active part in this phase of the meeting. As I recall they
made no « 3mments save for an apology when the second GCSB mes ber

came into * 1e meeting as it was drawing to a close,

29. During the irst phase of the meeting, I made the comment that the Police nd
OFCANZ had considered a domestic interception warrant but wete unable to
make application for one, That fact, together with the l:u.m:kg:oundl
information included in the briefing were all matters the GCSB had to bt;
satisfied of before they could consider assisting us. I raised this matter in the
first phasc so that 2 member of the Police Jegal team could comment if necd

be, This was a brief remark which caused no discussion from others present.

Meeting of 14 December 2011: Second Phase

30. At the conclusion of the main mecting Detective Sergeant McMorran showed
all the attendees out of the room with the exception of the two GCSB
representatives. When everyone but the two GCSB tepresentatives had left we

had a discussion about the general viability of any GCSB assistance in

providing intelligence.
31, I made no notes of this conversation,
32 I do not recall either of the GCSB staff making Any notes at the dme, I
33. My recollection was that the meeting was For a mattet of perl.:aps thtee to' five

minutes in total. Thete was acknowledgement by the GCSB representatives as

-
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34,

35,

36.

37.

s )

38.

39.

18741372

to the process undertaken to establish that the option of a domestic

interception watrant wes not open to us,

Thereafter it is my tecollection that one of the GCSB staff (GCSB2) talked
generally about what they might be able to achieve and ~ye discussed some
Parametets. These parametets focnsed specifically on issues relevant to our
intelligence atound the timing and location of any birthday party for My

Dotcom and the locations and llkely travel plans of the othe' ‘suspects sought
by the USA, Ve

I believe I spoke briefly to convey that the request to them wq - about the party

and travel and not un Intenfion to have them gather any fi :m of evidence
about the offending alleged by the FBL

Essentially X wanted to know if GCSB could assist by provi ‘ng intglligeqcc
ibout .

36.1  Whether the Party was going to take place, and if so whether New
Zealand was the venue,

36.2  Which of the tatgets would be attending the party, and when they
would be arrving,

1

363  Any information which may assist in assessing, addressing or

mitigating risks such as talk about secutity measutes or access {o or
possession of fitcarms. “

Thereafter, it is my recollection that the conversation tumed to the jssuc of

who could be i.utetcepted. Thete was general consensys that all of the patties
under discussion were not New Zealand citizens and wete indeed citizens of
other countries,

I believe I made a comment that I dig hot think that it was possible for the
GCSB 'to intercept either Mr Dotcomn or M Van der Kolk on the basis that
they weze living in New Zealand,

I recall one of the GCSB representatives making comments about the

application of theijr intetcept powers and how they were able to intercept
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40.

41,

42,

43,

A5,

provided the persons involved wete not New Zealand Citizens ot permanent
tesidents of New Zealand.

I reiterated that we wete sure that Mx Dotcom and Mt Van der Kolk wete not

citizens but that we could not advise with any certainty what type of residency’
they held.

I recall comments by GCSB2 who explained that different types of tesidenicy
existed and this affected what they coul! do regarding people living in New
Zealand.

I conveyed to the two GCSB members tt at both Mr Dotcotn and Mr van det
Kolk were tesiding in New Zealand and were able to come and go, so they

must have a form of residency.

I made the offer that if required I woul be happy to be a go between fot
GCSB for enquires with New Zealana. Immigration for the purpose of
clarfying this point if required. Following & beief discussion, this did not seem

to be necessaty at the time.

GCSB1 then commented that another relevant consideration for them was the
fact that there appeared to be serious offending being orchestrated in New
Zealand and there were provisions in the Act governing GCSB to enable wotk

to be donie to address risks to New Zealand or words to that effect,

On that note the meeting ended with agreement that we would fotwatd as
soon as practical documents to GCSB which would afford them details to
assist them in determining what they might be able to do to sssist. No

undertakings ot agreements other than that were made at that time.

Documents forwarded to GCSB on 14 and 19 December 2011

46.

1874137_2

Later on 14 December 2011, Detective Setgeant McMorran sent two
documents to GCSB, The first was a document containing personal and
biographical information. The document was emailed by an OFCANZ
employee OFCANZI1 to GCSB2 at 1:50 pm. A tme copy of the word

document is annexed marked C.
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47, A copy of a prelitninary/draft seatch warrant application was emailed at 2:01
pm on 14 December 2011 by OFCANZ1. A tme copy of the draft application
is annexed marked D,

48. GCSB2 acknowledged teceipt of both documents by email at 2:04 pm. A true
copy of the receipt is annexed marked E.

The Request for Information (RET)

\
49, On 15 December 2011 + Tf'w to Auckland on unrelated matters. I remained in
Auckland until my retum ﬂ.;ght at 9.15 pm on Friday 16 December 201 1.

50. Whilst in Auckland on Fdday 16 December 2011, T spoke to Detective
Sergeant McMotran by tele hone regarding the formalisation of the tequest to
GCSB to assist us, This fc mal request is made to GCSB in the form of a
written document referred o 4 "Request For Information” and commonly
referred to as an RFI. The FJ essentially articulates what has been ptoposf:d

in any eatlier discussions,

51, An RFI is not an authotisation for GCSB to intercept anyone. The RFI sets

out what the requesting agency, in the case OFCANZ, would like GCSB to
consider doing for them.

52. In my telephone call with Detective Sergeant McMorran, we discussed what
the content should be. T confirmed my intention that the focus be narrow,:
seeking only infortation that assists in establishing if the party is to pceur,
details of any of those sought by the FBI who could be travelling and any

intelligence relevant to safety,

53. It is my understanding that the document was Initially prepared by GCSB2,
who subsequently conferred with Detective Sergeant McMoran, Thereafter,
whether in the same phone czll or later on Friday 16 December 2011,. I

authorised Detective Setgeant McMoman to sign the RFI document on my
behalf,

54. Detective Sergeant McMoran went to GCSB in Wellington and met with
GCSB2 late on the afternoon of Ftiday 16 December 2011 where he signed
the RFI on my behalf. A true copy of the signed RFT is annexed marked E. .

1874137_2 _{/J(
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55. At that point I had not been told by GCSB one way ot the other who they may
of may not be able to intercept at that time, It was my understanding that those
decisions could not be made and certainly not formally confirmed within
GCSB without the submission of the RFI, '

56. R zferting to the RFI, paragraph 3 records the focus of the request. ‘This was a
focus on the type of information being sought,

57. P jgtaph 4 records who OFCANZ specifically requested GCSHi to consider
ing liries against. Mr Dotcom and Mt van der Kolk ate na ded in this
pa.;;graph. The purpose of the document was to xcpea't in a fo: mal mannet
the tequest we had made earlier at our mecting on the 14 Deceinbe - 2011,

58. To he best of my recollection, I did not see a copy of the RFI s bmitted to
GC B untl late February 2012, after some concern had been taisc | about the
legi macy of the interception of Mt Dotcom and Van der Kolk b GCSB1. I
will tefer to this development in more detail later in my affidavit (tefer
paragraphs 86-91),

59. At 2.53 pm on Monday 19 December 2011 Detective Setgeant McMorran had
OFCANZ] email a further word document to GCSB2, This document was an
extensive list of known addtesses and other petsonal infotmation which might
potentially assist the GCSB in any interception they might have been able t6

undertake for us. A tive copy of the docutnent s annexed marked G,

The passing of information from GCSB to Police

60. Information from GCSB was passed to Detective Sergeant McMotran and me
through what might be teamed a buffer zone. The process wotked in this way,
Reports from the GCSB sare usvally communicated via an electronic deposit or

secure email that is only accessible to certain designated individuals.

61, The only staff entitled to access that material were sclected OFCANZ staff,
For the purpose of this affidavit, I have designated thetm as OFCANZ1,
OFCANZ2, and OFCANZ3. Detective Sergeant McMorran and 1 did not

have that access entitletnent,

62. GCSB periodically posted reports in this manner, Those teports were then:

scfeened by the selected staff. Bither Detective Setgeant McMotran or 1

1874137_2
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63.

66.

67,

68.

69,

70.
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and tisks to staff, Ip fact, that was the nature of
in the briefings that I had.

*he information ] did receive

Because of m movetments, the information Was pt:dominantly relayed to me
y Py : ¥

through oral reports from Detective Setgeant M' Mozzan, (The situation

changed, as I explain below, duting the week before {Elrmination.)

I commenced leave on chncsday 21 December 2011
some of the afternoon ang early evening,

although 1 worked

My leaye concluded on Sunday 8
January 2012 and I returned to wotk on Monday 9 Jar 1aty 2012,

and ] was available to take phone calls and dea] with requests for assistance, |

Was in regular contact with Detective Setgeant McMorran duting this period,

Between 3 and 7 Januaty 2012 I was in Napier,

During ane of the telephone conversations I hag with Detective Setgeant
McMortan at this time, he mentioned to me that we had picked up "3 it of

something about someone seeing someone in Januazy" or words to that effect,

This was effectively a coded message which I undetstood to mean GCSB had
had some success with 4 televant intercept. On the basis we could not i
freely on the telephone Detective Setgeant McMottan wwas only able to advise
"it was nothing concrete of detailed but indicated so

mething was happening in
January" or words to thae effect.

The message he gave me Wwas vague and very guarded, It had 1o be, as we were
talking on open telephone lines,

While T was away 1 teceived regular updates from Detective Sergeant
McMorran s to the Progiess of vadous aspects of the investigation, There

Was very limited discussion about information coming from GCSB,

£
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71.

72,

73.

74.

75,

76.
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1

1 retorned to wotk after my holiday as previously stated on Monday 9 January
2012, Detective Setgeant McMotran informed me that although some further

information had been received it was of litde value.

On Sunday 15 January 2012 I flew to Auckland. The OFCANZ analyst
(OFCANZS3) travelled to Auckland on 17 Januaty 2012,

Prior to leaving for Auckland, OFCANZ2 and 3 had a meeting with staff from
GCSB involved in the inv’eslig:all 'on. The putpose of the meeting was to advise
GCSB that the opetation was | gely to tenninate on 20 January 2012, and for
QOFCANZ3 to provide a vertal update. In patticular, OFCANZ3 advised
GCSB2 and 3 that we were s eking information as to potential fisks to the
operation, such as drugs, fircz ms, awateness of the Police operations, and
confitmation of the party and travel. OFCANZ3 did not receive any new
information from that meeting vhich was relevant to the type of information

being sought.

L

OFCANZ3 confirmed at that meeting how he would communicate with
GCSB during the period that he would be in Auckland. He did not have direct
access to the GCSB written material whilst there. He was stll able to receive
some updates from GCSB, which he was able to relay to Detective Serpeant
McMortan and me verbally if required. I recall being told at some stage eall:l);
in the week that Mr Ortmann had mentioned Mt Dotcom's party and someone

else conld possibly attend it on ot about 21 January.

This was good intelligence and was the first real confirmation from this source
that our planning towards executing the seatch warrants later in the week was

appropriate,

At about the same time as we received the information from GCSB from the

Ortmann intercept, we were also in receipt of information telating to travel

movements from "watches" we had through other mechanisms such as
e Y

airlines, Immigration and Customs sources,
. nee —

£
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The influence of the GCSB intelli
opetation

77. Although the information sent to Police by GCSB had some relevance, its

timing and cc atent did not add any teul value to the planning process for the
execution of the warrants later that week. In the week of tesmination, the
GCSB informaion was consistent with other information that

going ahead, W: |Eknew that from other sources,

'
i

g . :
The ultimate decisions z¢lating to the termination and execution of the search

the party wagd |

78,

watrants on 20 ‘anuvary 2012 wete mine, "The tactical decisions I made about
the timing and manner of the execution of the search warrants wete not
influenced by thi GCSB information that I teceived.

Information Repotts Re eived from GCSB

79. Fot the putpose. of Prepating this affidavit, | have teviewed the Information

Reports that were forwatded by the secure means 1 have outlined, from GCSB
to OFCANZ,

BO. In total nine Information Reports were forwarded to OFCANZ by GCSB:

80.1 IR1, 20 Dec 2011, Setial 1890-11, a true copy of which is annexed
matked H and HH.

80.2 IR2, 5 Jan 2012, Seral 3-12, & true copy of which is ahnexed marked
Iand II,

803  IR3, 12 Jan 2012, Sezial 20-12, 2 true capy of which Is anneged
matked J and J]J,

804  IR4, 16 Jan 2012, Setial 30-12, a true copy of which is
martked X and KK,

annexed

80,5 IR5, 16 Jan, Serial 31-12, a true copy of which is annexcd marked I,
and LL,

80.6  IR6, 18 Jan 2012, Setial 43-12, a trye copy of which is annexed
matked M and MM.

1874137_2
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80.7  IR7, 18 Jan 2012, Serial 44-12, a true copy of which is annexed
marked N and NN.

808  IR8, 19 Jan 2012, Sedal 59-12, 2 true copy of which is annexed
matked O and OO.

!

809  IR9, 20 Jan 2012, Serial 57-12, a true copy of which is annexed

tnarked P and PP.
I {
81. '.‘Thc Information Reports received were all marked lassifie' |, The level of

' classified puts secutity protocols atound the document affecting who can view

it, how it is communicated and fransported and how it must b : stored.

82.  So that relevant material could be made available for these proceedings the
National Intellipence Manager for New Zealand Polii : oversaw the
development of a small group of people from GCSB and th Police National
Intelligence Centre, Their task was to redact some features f the otherwise

classified documents which existed as cotrespondence  between
OFCANZ /Police and the GCSB.

83. As part of that process, the nine GCSB Information Repotts were considered.
The outcome of those considetations was that the entire document in its forn-;
had to be redacted, To assist the Court, a precis of the relevant
communications contained in the Information Report has been produced. The

precis can be read in the annexures identified above,

Email correspondence between GCSB and Police

84, As best as can be ascertained, from the meeting involving GCSB on 14
Decembet 2011 through to mid-September 2012, all emails between GCSB
and Police staff have been identified,

85, True copies of the emails are annexed marked Q. Annexure Q comprises a

number of pages which have been individually numbered for ease of reference.

February Debtief with GCSB

86, On 16 Febmaty 2012 I and sevetal other OFCANZ staff attended a debtief at
GCSB in Wellington with members of their staff, '

4/
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87.

been lawfy] because of their residency status,

B8. T'was surprised this matter had come up at this

[
. _t'.;.J
Gf7

Point given we were some three

weeks after the termination and after interceptions had ended,

x
% GCSB1 2nd Y agreed that we needed 1o dea wi

90, As patt of this exercise, OFCANZ 2 and 3
» including the New Zealand Immig, ition Service, and forwatrded it to

7. On 27 February 2012 GCsp 4

SWORN at Wellington this )
\ '\‘h-\ day of October 2012 )

before me:

A Solicitor of the High Court of New Zealand

1874137_2

Benedict Tompkins
Solicitor
Wellington

quites to getfo the bottom of jt without delay, I

offered my resources jg mizking any enquir 5 necessary to assist,

btained Information Eom sevetal
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WORMALD, Grant

From: WORMALD, Grant

Sent: Tiday, 9 December 20 12

To: © A deddresss :

Cc: MCMORRAN, Nigel

Subject: Operation Debut IN CONFIDENCE [SEEMAIL]
Attachments: SWX ATX Immigration NMG297 091211.doe

As discussed a formal request for any information DoL may have on the subjects named in the
application. Piease ensure no online searches are made of the targets as they may have the capability
to trace who's looking at them online.

Any issues please iet me know. Il‘

I'am In Auckland next week on Tuesday and then lister on Thursday and Friday. If I was able to get
something from you next week that would really arsist. Our actions are in planning for the early new
year so not too much time to put things in place.

Thank you in anticipation.

Grant

GRANT WORMALD

Nelective. nspoctm

OFCANZ Organised & Financial Crime Agency New Zealand
Kia Mau Puman Ki e Tore

1850 Molesvonl Shcel PO Lo S0 2 WELLINETLUN fhi |




